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ABSTRACT 

The most promising distributed system application paradigm contains the notion of a "mobile agent." 

A “mobile agent” is a software programme that travels through a “heterogeneous network” and 

operates independently at its destination. Mobile agent technology adds mobility to network 

communication by allowing mobile processes to relocate to new distant servers. Mobile agents can 

assist systems and real-time applications be more efficient and adaptable. Security issues plague 

“mobile agent” systems. Due to the “mobile agent paradigm” and threats, security measures must be 

established for both agent agents and hosting servers. There are various feasible solutions to the 

challenge of agent-hosting server security. Agent protection is a more complex technical challenge 

with fewer answers. The agent's owner does not control the behaviour of the agent-hosting servers, 

which adds to the complexity. This may distort the passing agent's calculations. Given the 

impossibility to force distant servers to comply with a security policy to prevent damaging the agent's 

data, the owner's cryptographic procedures may be a feasible solution. The “Broadcast Based Secure 

Mobile Agent Protocol” allows nonrepudiation, accountability, authorization, mutual authentication, 

secrecy, and integrity for distributed service applications. Attacks from the middle, repudiation, 

modification, and replay are also blocked. We verified the suggested protocol's efficacy using the 

Scyther verification tool. 

 

Keywords: Volatile Information, Mobile Agent, heterogeneous network, mobile agent paradigm. 

 

I. INTRODUCTION 

Mobile agents are self-contained software programs that may roam between servers via a network, 

conducting calculations on the user’s behalf. For a sizable class of “network-centric applications,” the 

“mobile agent paradigm” offers an appealing alternative to traditional “client-server” development. It 

may be utilized in various applications, giving advantages such as reduced bandwidth use and 

customized clients and servers. Thus, security is the primary impediment to the widespread 

deployment of “mobile agents.” We have examined possible dangers to “mobile agents” in this section 

and some presently accessible techniques for mitigating the risks associated with this technology. 
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Due to the unique nature of mobile agent data, static and dynamic data components should be 

safeguarded independently. While basic cryptographic algorithms may be used to secure static data, 

safeguarding dynamic data presents a greater challenge. There is a dearth of research devoted to 

protecting dynamic data in a mobile agent. We investigated many published strategies for 

maintaining the integrity and privacy of an agent’s dynamic data.  

However, they are susceptible to certain assaults or do not adequately safeguard this data. 

Additionally, we discovered no architecture for embedding security procedures into a solution for 

“mobile agents.” The objective is to develop a hybrid solution that uses asymmetrical and symmetrical 

encryption. The system can meet a variety of security needs that are more difficult to meet by utilizing 

asymmetrical cryptography, such as symmetrical encryption, mutual authentication, nonrepudiation, 

and accountability, by employing asymmetrical cryptography.  

Special purpose agents may be conceived of as a group of other agents working together to offer 

services and a computational environment for other agents. Like an operating system kernel, these 

trustworthy processes allow user processes to run by providing fundamental duties such as 

scheduling and memory management. If a service is invoked (i.e., a trusted agent within the platform 

is called upon), it captures and packs the state information of the calling agent, serializes the code of 

the calling agent, and dispatch the archived representation to the specified destination. An agent 

platform may be discussed and organized like this approach, but this does not imply that an agent 

platform must be executed in that manner. 

An “intelligent software agent” is a program or module that works on behalf of the user. “As a result, 

software agents may be characterized as intelligent software modules that users assign to do tasks 

on their behalf. Remote Method Invocation (RMI) and mobile agent technology are two of the most 

used methods for sending messages in a distributed setting. We looked at many different metrics for 

this comparison, including invocation costs, fault tolerance, and search time. Experimentation shows 

that “mobile agents” outperform Remote Method Invocation (RMI) in terms of performance. 

Invocation costs for “mobile agents” are cheaper, and calculation times are quicker. Furthermore, it 

is claimed that systems using “mobile agents” have a 10% failure rate, resulting in a more gentle 

decline and, as a result, greater fault tolerance. 

A. MOTIVATION 

“Mobile agents” are software entities that deal with many systems in a distributed scenario. Hence, it 

is inappropriate to utilize them without proper precautions and mitigation mechanisms. The 

precautions and the mitigation measures vary with the type of application and completely depend on 

the type of “mobile agent” used in the system. It also depends on the threat over the application. 

Security is not an optional factor in applications but is a vital one. Though there are several security 

mechanisms, it may not be possible to overcome all the threats posed by an application. However, the 

risk of the attacks can be minimized, or the system can be subjected to mitigation even if an incident 

occurs. 
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B. AIM OF THE STUDY 

The “mobile agent” carries data from one platform to another. Therefore, security for the data carried 

by the “mobile agent” and the design of a decision support system that helps the “mobile agent” to 

decide its travel plan plays a key role. 

C. CONTRIBUTIONS AND ACCOMPLISHMENTS IN THE FIELD 

The following are the most significant results: 

• Identification and classification of vulnerabilities in mobile agents 

• The establishment of a new security property 

• The definition of criteria for constructing schemes that maintain integrity and privacy. 

• The proposal of two novel security mechanisms, including “recoverable key commitment” and 

“conditionally anonymous digital signatures”. 

• Development of new security systems and technologies 

• The design of the new security architecture is step number six. 

 

II. LITERATURE-REVIEW 

To accomplish an objective, the “mobile agents” may move between different hosts. During the 

itinerary, mobile agents face several threats when they are subjected to move through multiple hosts, 

which may impact the state and data carried by them. Initially, mobile agents were considered 

threatening because most people feared affecting their systems. The vice versa was also equivalently 

true that the mobile agents are affected by the hosts. 

A. DATA SECURITY 

Yao et al. (2013) identified a “colluding servers” attack, where two servers cooperate to conspire 

against a mobile agent and modify the data carried by it. Forward Integrity is the most important 

security property which a mobile agent is expected to satisfy (Karjoth et al., 2008).  

Zhou et al. (2004) clearly showed that the methods might suffer from colluded truncation attacks. 

They also proposed a scheme that provides data confidentiality, forward privacy, forward integrity, 

insertion defense, and truncation defense (Zhou et al., 2004a). The proposed scheme overcomes the 

result-truncation attack. 

To avoid two collusion attacks, Songsiri (2005) presented a chain signature verification approach. 

The strategy made it easier to detect different kinds of collusion attacks and to identify hostile sites 

that were involved in them. 

“One hop backward and two hops ahead” chain relation was suggested by Xu et al. (2006) as a better 

free-roaming mobile agent security protocol to combat collusion truncation attacks. 

Shao and Zhou (2006) proposed two schemes to overcome the blocking attacks by malicious hosts 

over mobile agents. The schemes were simple schemes and <t,n> fault-tolerant schemes. The results 

prove that the <t,n> tolerant scheme is better against blocking attacks. 

Xian and Feng (2007) proposed a private key consignment method to protect mobile agents. This 

method used a trusted computing methodology that uses both public key and symmetric key 

cryptography to protect the data and key. It also used tamper-proof hardware to protect the private 

key. 
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Garrigues et al. (2008) proposed a mechanism based on trust to protect dynamic itineraries of mobile 

agents, while most security mechanisms focussed on protecting static itineraries. The mechanism 

addressed the issues, namely tampering (alteration), impersonation (masquerading), and disclosure 

(threat to confidentiality).  

Security researchers Linna and Jun (2010) suggested an encryption approach to defending mobile 

agents from colluding truncation attacks by encrypting the data into its divisible whole. When the 

"mobile agent" reaches its location, it encrypts and delivers the identification information it has 

gathered to a third-party trusted by the agent. In the event of a suspected assault on the data, the 

agent will report back to the trusted third party. 

B. CODE AND AGENT SECURITY 

In Zhong et al. (2004), a connection migration mechanism was developed to ensure that all data 

communicated at the moment of data migration was delivered at the same time. It incorporates an 

access control mechanism to control the network ports the mobile agents get transmitted. To avoid 

multiple authentication requests, the session is maintained concerning each connection. 

Jiang et al. (2004) deploy the “agent migration fault tolerance model-based” on the “integrity 

verification method” to achieve fault-tolerance and integrity verification in mobile agents. This 

method provides a fault-tolerant system and overcomes the attacks faced by mobile agents during 

the itineraries. 

Xu (2004) used a collection of cryptographic protocols to provide security to “mobile agents”. The 

major objective was to remove the dependency on a trusted third party. The mobile agent must be 

aware of the protocol deployed over the framework to achieve this. The system was a fault-tolerant 

and secure one. 

In most of the mobile agent security mechanisms, the “mobile agent platform” is responsible for the 

security of the mobile agent. In contrast, Ametller et al. (2004) proposed a system where agents 

protect the code and data by their security mechanism. The major advantage is that this mechanism 

can be implemented in any system deploying mobile agents without impacting the existing codebase. 

It provides a framework that any development platform can inherit. 

Hacini et al. (2006) proposed mobile agent architecture based on the dynamic adaptability of “mobile 

agents”. The behavioral aspect of the mobile agents’ pattern in this system cannot be studied. This 

reduced the probability of the mobile agent being attacked by malicious hosts. 

Wu et al. (2006) harvested the benefits of trusted computing to protect mobile agents. The trusted 

platform module was integrated with the mobile agent platform to provide authentication, integrity 

services, secure group communication, and storage, ensuring mobile agents’ security. 

Kumari et al. (2007) proposed a policy-based framework for migrating mobile agents to unknown 

hosts or platforms to collect information that provided good trustworthiness and security during 

their itinerary. 

Ou et al. (2008) proposed a privilege management infrastructure based on an “X.509 attribute 

certificate-based access control” mechanism to prevent unauthorized access of malicious entities 

over agent systems. The major advantage of this system is that the access control system is dynamic. 
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Hong (2009) suggested an efficient, secure (t, n) threshold proxy signing approach based on the RSA 

cryptosystem. In this method, the proxy signature generating process is independent of the proxy 

signature combining step. The system is also independent of the number of proxy signers. 

Garrigues et al. (2010) proposed a “software architecture” and development environment to 

construct an application employing secure mobile agents. The design offered a collection of 

lightweight cryptographic protocols and permitted the reuse of protocols by mobile agents. This 

tremendously boosted the development of secure apps employing mobile agents. 

Marikkannu et al. (2011) identified tailgating attacks, a new type of attack in mobile agents. Dual-

checkpoint analysis was proposed to overcome the tailgating attacks in mobile agents. This method 

focuses only on verifying the integrity of the mobile agents and does not address any other security 

issues relevant to mobile agents. 

Srivastava and Nandi (2014) built a protocol having integrity-based confidentiality and a self-

protection-based approach. For security reasons, the mobile agents are made less interactive during 

the execution phase. The protocol was implemented using JADE and was checked using Petri’s net-

based formal representation of the protocol. 

Zrari et al. (2015) proposed a system to protect stationary agents when communicating or interacting 

with a mobile agent. Hedin and Moradian (2015) presented a model for securing agents systems using 

the role and communication exhibited by mobile agents. 

Bagga et al. (2017) proposed the “self-adaptive IV-Phase MAP security architecture.” This is a 

biological immune system-based approach for detecting malicious mobile agents. Various data 

mining methods are used in this framework to identify malicious agents. The architecture is efficient 

against “man-in-the-middle” attacks, masquerading, replay, repudiation, and unauthorized access 

attacks. This framework exhibits maximum machine learning algorithms to secure a mobile agent 

system. 

C. POLICY-BASED SECURITY 

Jansen (2016) proposed a system for controlling the behavior of “mobile agents” based on certain 

rules. This system contains an access control list which provides a detailed list of resources accessible 

by a mobile agent. This control list is protected utilizing digital signatures. This system controls the 

access of mobile agents towards a resource, thereby protecting the platform and data contained by 

the platform. 

Zou and Liu (2017) presented a model based on an opinion-based belief structure for mobile agents 

to select the most suitable host. The opinion-based belief structure calculates the host’s reputation 

and ranks the host. Thus this model acts as a recommender system for mobile agents. 

D. AGENT RECOVERY 

Marikkannu et al. (2011b) used the concept of adaptive mobile agents to overcome failures in mobile 

agent systems. A conclave environment is proposed inside which the mobile agents execute in this 

system. At the time of execution, if a mobile agent is subjected to failure, a mobile agent who has 

completed its task can adapt to the role of the mobile agent which had failed. By this means, the system 

achieves fault tolerance. 
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E. OVERVIEW OF SECURING 

Many researchers have looked at the issue of security. The privacy of system users and their ability 

to remain anonymous are two issues that several suggested solutions attempt to solve (Burkle, A et 

al. 2006, CentOS 2013). This capability is essential for applications that deal with sensitive data. 

(Ftima, FB, Tounsi, W, Karoui, K &Ghezala, HB 2009). Writers have also proposed Secure MASs using 

cryptographic or trustworthy platforms (Garrigues, C et al. 2008, Garrigues, C 2010, Garrigues Olivella, 

C et al. 2008, Hacini, S, et al. 2008, Hedin, Y et al. 2015). 

When it comes to anonymity and secrecy for users, (CentOS 2013) is a good place to start. The MAs 

stop at mixers, intermediate nodes that serve as intermediary nodes during their journeys. The 

addresses of mixers visited throughout the MA route are stored in the agent state. The MA continues 

to roam about, randomly moving from node to node. At the end of the journey, the addresses of the 

mixers visited in Massachusetts are utilized to lead the agent to the platform owned by the mixer’s 

owner. The protocol shields the owner of the MA and the route taken by the agent. Encryption ensures 

that only those who have the proper permissions may access data. Users are not authenticated, and 

it is presumed that all communications sent are from genuine users, as no authentication is supplied.  

Using the notion of a last input first output (LIFO) buffer of data, the authors (Chuanrong, Z &Yuqing, 

Z 2009) suggested a new anonymity approach. Secret key, hash, nonce generated by each platform is 

unique and cannot be used on any other platform. A secret key is used to store the nonce and hash in 

the stack, along with the previous destination, after decryption. After the agent completes its journey, 

each platform uses its secret key to decrypt the information contained on the stack and return the 

agent to where it began. The route saved is checked to determine whether the stack has been 

tampered with using the saved hash.  

They proposed a cryptographic and trustworthy platform-based protocol that assures the secrecy of 

the dynamic itinerary that is established at run time (Chung, T.S., Chen & Lai, M.W. 2009). Platforms 

that collect data from other platforms and arrange an agent's next journey are the most essential 

component here. To guarantee that only the specified platform has access to the itinerary information, 

the information has been encrypted. Agent code is protected from tampering by the protocol’s hash 

and asymmetric encryption in addition to the privacy it offers for agents’ travel plans. It is made 

possible for mutual authentication between MAs and platforms. There is a record of the number of 

executed agents on each platform. An agent must first verify that the trip marker is already in the 

platform's database before he or she can proceed. If there is no match, the agent information is stored 

and the program is launched. To determine whether or not a replay has occurred, the counter's value 

on the agent and the value it has in its database are examined. If the counter has been incremented, 

it's considered lawful, and if it has not, it is destroyed. The protocol is tested using the Java Agent 

Development Environment (JADE) to simulate replay attacks (Bedi, P et al. 2008, Beheshti, S et al., 

2007). Results show that the proposed protocol can detect all replay attempts, although it is still 

susceptible to additional attacks like eavesdropping and repudiation. Because each copy of the agent 

has to have a unique trip identifier, it is not supported by the proposed protocol for mutual 

authentication and authorization. In addition, the MAS’s acquired data is lost when the MAS is 

maliciously destroyed (Hijazi, A & Nasser, N 2005). 

Agent information, such as its owner’s name, timestamp, certificate, and other necessary data, is given 

to the agent in the form of a passport. Authentication servers (ASs) verify the passport and provide a 
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visa containing all the MA’s resources. Platforms can tell whether a malicious agent attempts to access 

restricted resources using a Visa issued by a reputable Visa and an authentication server. The process 

ensures that the passport and visa are authentic. Secure communication channels are assumed to be 

available. Passport and visa information received in plain text may be accessed if the channel is 

hacked. A denial of service attack might occur if attackers intentionally tamper with an agent’s 

passport and visa and transmit their altered version to genuine overload platforms, even though the 

passport and visa may not include important information (Hong, X 2009). 

This protocol is an upgrade. Code signatures signed by XRC give evidence for identifying bad 

platforms, and hence protection against repudiation attacks. e Xtended Root Canal (XRC) (Hedin, Y et 

al. 2015). 

A security architecture for mobile agent systems was presented (Jansen, WA 2011). Multi-level access 

control of platform resources for MAs is introduced in the proposed framework. The degree of access 

an agent has is determined by the number of times they’ve walked the same route. The MA checks off 

each station it visits before deciding where to go next. Platforms look up the history of previously 

visited platforms to determine how trustworthy the MA is and then access it depending on that 

assessment. One of the drawbacks is that the platform can recognize hostile platforms in the system. 

It has been suggested that MASs use a matrix hop architecture (Ftima, FB, Tounsi, W, Karoui, K & 

Ghezala, HB 2009). MAs are protected by the system’s design against being maliciously killed or lost. 

Before the transfer of the MA, all data created on each platform is returned to its owner platform. As 

a result, the design allows the system to recover even if the agent is destroyed. As long as the owner 

platform maintains track of the data given by other platforms, the owner platform will transmit it to 

the next destination platform to continue its trip if the agent is destroyed. 

E-health applications may benefit from using a secure MA data transmission mechanism (Garrigues, 

C, Robles, S &Borrell, J 2008). The decryption information is only made available when the platform 

has been verified to be legitimate. The first step is to provide the owner’s agent with a token and 

encrypted data for verification. The token is sent back to the sender when the receiver verifies the 

agent’s identity and the integrity of the code and provides further evidence of the token’s authenticity.  

The nonrepudiation of data, the integrity of Mobile Agent data, and confidentiality of the MA’s journey 

are all addressed in (C, Borrell, J, Robles, S, Garrigues, & Navarro-Arribas, G 2010).  

The Knowledge-Based System (KBS) in (Garrigues Olivella et al. 2018) gathers information regarding 

the trustworthiness of hosts. Trusted hosts and chain relations are the foundation of the protocol. 

Initiated by the owner host and directed by the KBS, the MA then moves on to its next location. The 

MA visits hosts to gather information. Data acquired by the MA must be verified by the trust hosts 

when they visit. It is notified to the owner host whenever there is any change in the data. Data secrecy, 

non-repudiation, and integrity are provided through asymmetric encryptions and hash functions. As 

a result, only the MA owner and trusted hosts have access to the owner’s identity and the route 

traveled by the MA.  

It is suggested to use symmetric cryptography (Hedin, Y & Moradian, E, 2015). Symmetric keys can 

only be generated and distributed in this manner. Keys are obtained from platform-generated data 

during runtime. Since it is more difficult for attackers to guess or anticipate the keys, it is more difficult. 

Confidentiality, data integrity, and authentication for the agent owner are all given. 
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III. RESEARCH METHODOLOGY 

In addition to providing basic security needs, BBSMAP protects against various threats. Even if one of 

the MAs is deliberately destroyed or lost, the proposed broadcast design ensures that the system will 

continue to work and perform well simultaneously. 

A. PROBLEM STATEMENT 

“What are the various security requirements of Volatile Information in Distributed system 

environment? How to securely manage volatile information using a mobile agent?” 

B. THE GOAL OF THE RESEARCH 

This project aims to develop a solution that uses both symmetrical and asymmetrical encryption 

techniques. The use of asymmetrical cryptography allows the system to meet a wide range of security 

needs that are difficult to meet with symmetrical encryption, such as mutual authentication, 

accountability, and nonrepudiation, without compromising performance. 

C. OBJECTIVE OF RESEARCH 

In our study, we have the following two objectives: 

• To study the various security requirements of Volatile Information in the Distributed system 

environment. 

• To find a securely manage volatile information using a mobile agent. 

D. SCOPE OF THE RESEARCH 

The scope or area of concentration you choose as a researcher is critical. Do not forget, though, that 

expanding the scope of your project too much might result in you being unable to accomplish it, or it 

could take a long time. Before you lay down the details of your project, think about whether or not it’s 

doable. The results may not be generalizable if the scope is too small. By applying our proposed 

method, we can assure the security of volatile information in a distributed system environment using 

Mobile agents. 

E. PROPOSED BBSMAP 

It is used in BBSMAP to take a hybrid approach to cryptography, which involves employing both 

symmetrical and asymmetrical cryptography. The use of asymmetrical cryptography allows the 

system to meet a wide range of security needs that are difficult to meet with symmetrical encryption, 

such as mutual authentication, accountability, and nonrepudiation, without compromising 

performance. The use of symmetrical cryptography, on the other hand, improves the performance of 

the system since it is less demanding in terms of operating resources. As a result, implementing the 

hybrid method ensures that the system meets all necessary security standards while also providing 

excellent performance. 

Notations and definitions are supplied in (I) in the “Notations” section to offer a more detailed 

explanation of how the interaction is carried out. Fig. 3.1 is an example of how the proposed BBSMAP 

for distributed applications may be used in a real-world setting. As an example of a distrusted 

application, a scenario involving a location-based service (LBS) is shown. After being validated by the 
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telecom operator, service providers are approved for registration. Service providers identify 

themselves, disclose their physical address, and describe the services they provide. It is also possible 

that their reputation will be a significant element in the registration procedure. We also assume that 

public key infrastructure (PKI) has been established. 

Our scenario involves service providers providing customers with names of potential hotels, 

restaurants, and airline agencies located in the vicinity of the requested location. Various alternatives 

are shown to users, each with more information about the option, such as the average price and 

distance from the user’s current location. The information offered assists users in making decisions 

throughout the decision-making process. 

 

 
 

Fig. 3.1: System scenario for BBSMAP as implemented in a distributed application 

 

The user submits their request after gaining access to the program. The request is then published to 

all of the registered service providers. Upon receiving the request, each service provider examines its 

database for matching results, then delivers it back to the customer. It is still possible to get results 

from the other service providers even if one of the broadcast messages is lost or misdirected. The 

following is an example of a user request: “Please give me the names of nearby hotels,” to which a 

potential response maybe “The Sheraton Hotel is 10 miles away and costs on average $100 per night.” 

 
 

Fig. 3.2: The design of the BBSMAP system 
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The architecture of the BBSMAP system is seen in Fig. 3.2. PLA1 is the platform that owns the MA and 

is responsible for launching copies of the MA to service providers, including the user’s request, 

including the location and service type. As shown, the system contains i1 service providers platforms, 

which range from PLA2 to PLAi in terms of size. MA1 is generated by the platform PLA1, which is the 

owner platform. It is the responsibility of MA1 to transport the user request R to gather the output of 

requests ORi from platforms, which contains various service alternatives for users. 

The specific phases of the interaction between the owner platform and service providers are 

described in detail. 

F. INTERACTION BETWEEN OWNER AND SERVICE PROVIDER PLATFORMS 

For the sake of simplicity, here, we do not discuss certificates distribution as we assume that 

platforms have been verified and granted certificates by the certificate authority (CA) (Kocarev, L et 

al. 2011). Stages of interaction between owner platform PLA1 and PLAn are described. The PLAn is 

any service provider in the system where i and n are positive integers and 2 ≤ n ≤ i: 

 

 

Fig. 3.3: Process of exchange of message b/w PLA1 and PLAi 

G. SECURITY ANALYSIS OF BBSMAP 

The following section contains an examination of BBSMAP’s security measures. We demonstrate that 

BBSMAP satisfies the following security specifications. 

Communication entities must authenticate one another’s identities for communication to be 

successful. Take, for example, the interaction between PLA1 and PLAn. This is a complex interaction. 

Both systems can identify one another via the use of public key infrastructure (PKI) signatures and 

certificates. Additionally, they are confident in who sent the communication because of the digital 

signature. By using timestamps, both platforms can verify that the messages exchanged are indeed 

meant for them, and by concatenating the address of the destination in the message, both platforms 

can verify that the messages sent are intended for them. Furthermore, communications are received 

properly, and PLAn responds to PLA1 as soon as it gets the request. Since the interaction meets all of 

the conditions for mutual authentication, BBSMAP can provide mutual authentication. 

 

Accountability: BBSMAP provides accountability in the sense that if platform PLA2 decides to act 

maliciously and change the request, then PLA1 detects the change by comparing the hashes, and the 

PLA2 signature serves as proof of its malicious action.  
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Security: BBSMAP provides security in the sense that if platform PLA2 decides to act maliciously and 

change the request, then PLA1 detects the change by comparing the hashes. Since our protocol is 

being suggested for distributed services applications, our proposed architecture comprises both 

consumers (senders) and service providers (servers). 

In this step, the user visits the application and enters their credentials. This information is then 

checked to determine whether or not the user should be granted access to the program’s services. As 

a result, only approved platforms (service providers) can give the service to the user since the 

certificate authority examines the authenticity of the certificate and their own identity. 

 

Modification attacks: Because of the digital signature and the integrity checks that compare hash 

values at each platform, a hostile platform or agent cannot alter the timestamps, the request, or the 

results without being noticed. 

 

Confidentiality: Because of public and symmetric key encryptions, the information shared between 

platforms stays private during the conversation. Because the output of the request is encrypted with 

the secret session key, only the platform that issued the request will be able to access it at any time. 

 

Replay attacks: the time stamp shows the freshness of the message, and any message that has passed 

its expiration date is rejected. Both the accuracy of the data and the timeliness of delivery are 

reviewed. There are two timestamps in use. Two timestamps are generated: one is used to mark the 

time of the creation of the request, and another is used to stamp the time of the creation of the data 

(results). The user will only consider the given results if both timestamps are current; both the 

request and the produced data are current and fresh. 

 

Nonrepudiation: The signature of platforms serves as confirmation that the intended recipient 

delivered the message. When using BBSMAP, platforms sign messages with their private keys, 

allowing for the potential of action traceability to be established. 

A hostile platform cannot imitate another platform due to digital signatures, which prevents 

masquerade attacks from occurring. Scyther is used to carry out formal verification proofs to ensure 

that BBSMAP is correctly implemented. Following that, a thorough description of the verification tests 

and outcomes is provided, and a comparison of BBSMAP with other current protocols in the field. 

H. FORMAL VERIFICATION AND VALIDATION 

We choose the Scyther formal methods verification tool to test BBSMAP’s functionality. Scyther is a 

formal analysis tool that may validate security protocols. It is completely free. Scyther presents a 

collection of claims that may be used to test the secrecy of information, the synchronization of data, 

and the authentication of persons involved in communication. In communication, synchronization 

refers to the fact that the intended communication party receives messages sent and that messages 

received are transmitted. It also implies that the communications transmitted and received have not 

been tampered with and that their contents have not been altered. Scyther also checks for the 
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aliveness of a communication party, which simply implies that the party is still alive and has carried 

out some actions since it was last checked (Kumari, VV et al. 2007, Kun, G et al. 2010). 

Fig. 3.4 depicts the verification test results performed on the specified claims Secrecy is checked by 

comparing the output of request, request, the transferred time stamps, session keys, and private key 

to a list of known values. Furthermore, the liveliness of the parties and their synchronization with one 

another are checked. 

To depict the interaction and messages transferred between communication partners, Scyther 

creates trace figures (Fig. 3.5 – 3.7). The interaction between BBSMAP and its environment may be 

divided into three phases. Trace diagrams are used to illustrate each step of the process. Because 

Scyther employs its notations that vary from those previously supplied, sections (II) of the “Notations 

and Definitions” section contain a list of the new notations used in Scyther traces. 

The first step, which is to transmit the user request to the service provider platform, is explained in 

detail in Fig. 3.5. As seen in the diagram, the message is sent from the owner platform (Owner#1) to 

the service provider platform (ServiceProvider#1) through the service provider platform 

(ServiceProvider#1). 

Fig. 3.6 depicts the second step of the process. ServiceProvider#1 is responsible for processing the 

request message submitted by Owner#1. Using the match functions, ServiceProvider#1 authenticates 

Owner#1 and verifies the integrity of the information that has been delivered. In a logical comparison, 

match functions compare two values to determine whether or not they are equal. By comparing the 

hash sent in the message with the hash of the newly received data produced on the present platform, 

match functions are used to ensure the integrity of the data and time stamps transmitted and received. 

ServiceProvider#1 creates and transmits back to Owner#1 the integrity test results passed by the 

system. 
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Algorithm - Verification Code 

 

The verification test results conducted on the stated claims are shown in Fig. 3.4. Figure 3.4 A list of 

known values is used to verify secrecy by comparing the transmitted time stamps, the request, the 

output of the request, the private keys, and the session key to a list of known values. Aside from that, 

the parties’ liveliness and synchronization are also monitored closely. 

 

 
 

“Fig. 3.5: Step 1- Owner Owner#1 sending request to Service Provider ServiceProvider#1.” 
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“Fig. 3.6: Step 2 – the service provider ServiceProvider#1 is now processing the received user 

request and sends the result back to the owner Owner#1.” 

 

 
 

“Fig. 3.7: Step 3 – the owner Owner#1 processing the result received from the service provider 

ServiceProvider#1. “ 

 

Fig. 3.5 explains the first stage, which is the broadcast of the user request to the service provider 

platform. The figure shows that the owner platform (Owner#1) sends the message to the service 

provider platform (ServiceProvider#1). 

The second stage is shown in Fig.3.6. 
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The final stage is shown in Fig. 3.7, where Owner#1 receives the message sent by ServiceProvider#1 

and checks the integrity of its content through the match functions. The three generated traces show 

that message synchronization exists between the interacting parties. Moreover, it also proves the 

aliveness and reachability of parties. 

 

IV. ANALYSIS OF RESULTS 

This section presents a performance analysis of BBSMAP. The following assumptions are made for 

the analysis. We will see the mapping between the Scyther test results and the fundamental security 

requirements: Mutual authentication, Confidentiality, Integrity, Authorization, Accountability and 

nonrepudiation 

A. MUTUAL AUTHENTICATION 

The claimi1, claimi2, claimi9, and claimi10 indicated in Algorithm 1 on lines 21, 22, 42, and 43, 

respectively, are used to verify that the platforms of the owner and the service provider are in sync. 

For communications to be sent and received by their intended recipients in the same sequence, they 

must be synchronized. In addition, the use of public key infrastructure (PKI) and the protection of 

private keys fulfill the criteria for identifying platforms, and as a result, mutual authentication occurs 

between the two parties in this scenario. 

 

 
Fig. 3.8: Output of Scyther claims test 
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B. NONDISCLOSURE OF INFORMATION 

Secrecy is ensured by claiming claimi3 to claimi8 and claimi11 to claimi16 in lines 23–28 and 44–49, 

respectively, for the timestamps, the request, the output of the request, and the private request key, 

and the session key transferred. Throughout the exchange, the information is kept private. 

C. INTEGRITY 

The integrity of the request, time stamps, and output of the request are checked using the hash 

function and match operations. Change in the data is detected by the match routines provided in lines 

18–20 and 39. 

D. AUTHORIZATION 

It is only authorized parties that have access to the decryption keys can access the information that 

has been communicated throughout the interaction. This is shown by the fact that claimi7 in line 27 

and claimi15 in line 48 both ensure the confidentiality of the transferred session key. Furthermore, 

mutual authentication ensures that contact between trustworthy individuals, protecting the system 

from illegal access. 

E. NONREPUDIATION 

It is possible to identify the author of communication transmitted over a platform using its signature. 

Platforms sign messages with their private keys in BBSMAP, which allows for the potential of action 

tracing. 

The two requirements are also addressed in the BBSMAP framework. Through many simultaneous 

broadcasts, BBSMAP accounts for agent loss in a system. Furthermore, as previously described in this 

section, its soundness is shown by a formal verification demonstration using Scyther. BBSMAP, on the 

other hand, is the only protocol among the efforts under consideration that confirm correctness by 

formal verification. 

 

V. PERFORMANCE EVALUATION OF BBSMAP 

When evaluating the performance of BBSMAP, it is necessary to estimate the total number of 

operations performed and compare it to the performance of the other protocols. An assessment 

approach generally acknowledged by the scientific community is utilized to compare BBSMAP and 

the other protocols. As stated by (Lei et al. 2008), the computing cost of an asymmetric operation (A) 

is equal to one point operation, which is comparable to 1000 symmetrical operations (S) and 10,000 

hash operations (H), respectively (H). As a result, every asymmetrical, symmetrical, and hash 

operation is assessed as one point operation, one 0.001 point operation, and one 0.0001 point 

operation, respectively. 

The following systems, in addition to BBSMAP, are estimated to have a similar total number of 

operations: (Garrigues, C et al. 2010, Garrigues Olivella, C et al. 2008, Hacini, S et al. 2008, Hedin, Y et 

al. 2015). These schemes were selected. They are comparable to BBSMAP because they are similarly 

based on cryptographic methods, and hence they were considered for inclusion. Depending on N, 

which is the number of platforms visited by the MA to gather results in MAS, the total number of 
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operations is determined. Table shows the total number of operations for each scheme, which is 

determined separately. 

 
The growth in the number of operations as the number of service providers N grows is investigated 

to assess the performance of protocols. Fig. 5.2 depicts the change in the total number of 

approximated operations as the number of approximated operations grows. 

 
Fig. 5.2: The performance analysis of the proposed method BBSMAP in compression with the 

other existing protocols 

The asymmetrical operations performed are the most important factor affecting performance since 

they incur the greatest computational cost. The protocol in (Hacini, S et al. 2008) is based only on 

asymmetrical operations, but the protocol in (Garrigues, C. et al. 2010) is based on both asymmetrical 

and hash operations (Garrigues, C. et al. 2010). As a result, they exhibit the highest rise in operations 

as the number of activities grows. 

Garrigues Olivella and colleagues (2008) developed a technique that employs asymmetrical and 

hashed operations to guarantee anonymity, secrecy, integrity, and nonrepudiation protection. 

Furthermore, the protocol’s performance is not only reliant on N, but it is also dependent on the 

number of trustworthy hosts that the MA encounters along its voyage. Assuming that just one trust 

host is visited to estimate the number of operations for this scheme, we can calculate the least number 

of operations performed by the system using this approximation. Fig. 5.2 illustrates that, compared 

to the other schemes, the hybrid technique proves to be more efficient. It also has a lower total 

computing cost than the other systems. While both (Hedin, Y., and Moradian, E. 2015) use multi hop 

approaches, BBSMAP utilizes broadcast architecture, and as the number of platforms rises, BBSMAP 

outperforms (Hedin, Y., and Moradian, E. 2015) in terms of performance. 

 

VI. IMPLEMENTATION OF PROPOSED SYSTEM 

The implementation of an example of an LBS application that uses BBSMAP for securing its 

communication on the well-known JADE (Bedi, P et al. 2008, Beheshti, S et al. 2007) platform is 
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provided to verify the viability of the BBSMAP protocol and its implementation on the JADE platform 

is provided. 

JADE (Java Agent Development Framework) is a software system that is entirely designed and written 

in Java. The purpose of the structure is to make the use of multi-agent systems easier by employing 

FIPA-compliant middleware and a collection of implicit devices such as the sniffer agent and the 

platform management console that aids in the investigation and organization of agent-based 

frameworks. 

A. IMPLEMENTATION OF PROPOSED SYSTEM 

Under the scenario described in Section 4, the program presents users with names of potential hotels, 

restaurants, and airline agencies close to the designated area. Users are presented with several 

alternatives and some information about each option, such as the average price and distance from 

their current location, to choose from. Four containers were developed to emulate the program, 

namely the Main Container, Containers 1 and 2, Containers 3 and 4, and the Containers 4 and 5; see 

Fig. 6. One container represents the owner platform, while the others represent the service providers’ 

platforms, as seen in Fig. 6.5. Agents are employed on a mobile and a fixed basis. MAs known as owner 

agents are in charge of transporting the owner’s request to the service providers and collecting the 

results. In addition to the owner MAs, other agents live in the service provider platform, interacting 

with them to process requests and exchange results. Owner1, Owner2, and Owner3 are three MAs of 

the type owner produced at the Main Container level: Owner1, Owner2, and Owner3. 

 

 
 

Fig. 6.5: Basic architecture of JADE setup 
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Fig. 6.6: Simulated container agents and in JADE. 

 

When a user requests a service, the request is broadcast, and each copy of the owner agent forwards 

the request to a separate service provider. At each service provider, three stationary agents 

(ServiceProvider1, ServiceProvider2, and ServiceProvider3) are created: ServiceProvider1, 

ServiceProvider2, and ServiceProvider3. Fig. 6.5 depicts the containers and agents in JADE before 

starting the interaction procedure. 

When two parties communicate, JADE gives the user the option to sniff the messages passed between 

them. To track interactions between the owner agents and the service providers’ agents, a sniffer 

agent, called my Sniffer, is installed at each container. Fig. 6.6 depicts sniffed messages exchanged 

between the owner and service providers throughout processing a user request and transmitting the 

resulting results to the user. 

Fig. 6.7 depicts the content of one of the detected messages from Owner1 to ServiceProvider1, which 

was sent to ServiceProvider1. The content of the message is encrypted, and it can only be read when 

it has been properly decrypted at the intended destination. 

The outcome of successful interaction between the owner and service providers is shown in Fig. 6.7. 

The final findings gathered by MAs are presented to the user and include the hotel’s name, its distance 

from the location, and an estimate of the average price for a one-night stay based on historical data. 
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Fig. 6.7: Traced exchanged messages in JADE 

 

VII. CONCLUSION AND FUTURE RESEARCH 

The authors introduced Broadcast-based Secure Mobile Agent Protocol (BBSMAP) for real-time 

distributed applications in this paper. Asymmetric and symmetric cryptography is used in 

conjunction with the proposed broadcast architecture of MA to deliver efficient, high-performance, 

and secure distributed computing applications. Mobile agent systems will benefit from the proposed 

protocol, which introduces the broadcast architecture, in which several copies of the agent are 

distributed to various service providers at the same time. As such, it fulfills the essential security 

needs of mutual authentication and authorization, integrity; confidentiality; accountability and 

nonrepudiation; and secrecy, accountability, and nonrepudiation. BBSMAP has also been shown to be 

resistant to a wide range of attacks, including replay, man-in-the-middle, masquerade, unauthorized 

access, and modification assaults, among others.   

 

 
Fig. 6.8: Sniffed message from the service provider ServiceProvider#1 to the Owner Owner#1 
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Fig. 6.9: Final results displayed to the user 

 

VIII. CONCLUSION AND FUTURE RESEARCH 

The authors introduced Broadcast-based Secure Mobile Agent Protocol (BBSMAP) for real-time 

distributed applications in this paper. Asymmetric and symmetric cryptography is used in 

conjunction with the proposed broadcast architecture of MA to deliver efficient, high-performance, 

and secure distributed computing applications. Mobile agent systems will benefit from the proposed 

protocol, which introduces the broadcast architecture, in which several copies of the agent are 

distributed to various service providers at the same time. As such, it fulfills the essential security 

needs of mutual authentication and authorization, integrity; confidentiality; accountability and 

nonrepudiation; and secrecy, accountability, and nonrepudiation. BBSMAP has also been shown to be 

resistant to a wide range of attacks, including replay, man-in-the-middle, masquerade, unauthorized 

access, and modification assaults, among others. Furthermore, the broadcast design allows the system 

to continue operating fault-tolerant even if one of the agents is deliberately murdered or otherwise 

rendered inoperative.  

With the help of the Scyther verification tool, a formal verification test was carried out, which 

demonstrated that the protocol was proper in terms of meeting the various security standards and 

providing protection against the various harmful assaults. Another step in the process was conducting 

performance analysis to see how efficient the suggested protocol was compared to other relevant 

protocols. The results of the performance investigation revealed that the amount of operations 

performed by BBSMAP is appropriate in comparison to the security measures it offers. Finally, JADE 

is used to construct a scenario involving an LBS application that utilizes BBSMAP to secure its 

connection with other LBS applications. Implementing the proposed protocol using JADE 

demonstrates the practicality of the protocol and its capacity to offer protection for users. 
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