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ABSTRACT

Governments have made significant efforts to elevate the provision of benefits to
communities and companies related with these folks. In an effort to improve and
accelerate the delivery of services, communication and technology have pushed
governments to adopt e-government. You may now publish everything as a resource from
any location and at any interval of time, owing to cloud technology, which has currently
evolved into a formidable and effective technology for simplifying the distribution of
services usings the Internet. As per the purpose of this research, the implementation of
cloud technology and the cloud computing specifications in the e-government would be
explored. E-government challenges and risks are also studied, alongside models of cloud
computing, security procedures, and cloud computing improvement initiatives. As a
scientific strategy, an analytical process was utilised to discover the most effective
techniques for mandating cloud computing in e-government.

Keywords: e-government; Design and Analysis e-government; Cloud Computing;
Information Technology.

INTRODUCTION

In the study of the generation of value using information technology, this is a significant
and unsolved topic. In recent decades, the relevance of technology has increased as it has
evolved into not only an intrinsic part of the workplace, but also a technique of turning
conventional methods of structuring and creating value untenable (Agarwal and Lucas,
2013; Asthana & Biswas, 2021; Asthana & Sharma, 2021). As per Brynjolfsson and Hitt
(1996), Banker (2006), Anderson (2006), and Ravindran (2006), there is a shortage in
the actual study on how IT provides benefit to public organizations. Quite surprising is
the public sector's lack of focus on cloud computing solutions (Wyld, 2010).
Understanding the potential advantages of cloud computing for the administration of
government is crucial because it makes the policymakers to increase the cloud
computing's usefulness (CC). Under CC, IT services and apps are not bought individually
and then used directly on an infrastructural development; instead, the user has access to
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the necessary tools via an Internet connection. Consequently, recipients of CC simply pay
for the features they consume, as compared to paying full cost for hardware and software.
According to IDC, the market of cloud services is undergoing an "innovation period" that
will result in a rise in novel cloud solutions along with a significant shift towards the
Cloud Computing (CC) (Gens, 2014). The public sector's astounding acceptance of CC has
been a result of its comparatively recent development (Wyld, 2010). Considering public
sector's record for keeping slow to adopt new technology, it is unexpected (Harvard
Business Review, 2014). As per Levy & Gaw and Bender (2014), few empirical studies
have studied how CC helps to public sector management, while the majority of prior
research has focused on CC's adoption and hurdles to use. This study intends to give
advice on the ways CC may help government organisations become more innovative and
resourceful. Such guidance is utilised by the public sector to make educated decisions
regarding information technology (IT).

This study can theoretically add to IT cost model by emphasising a number of non-
numerical characteristics or elements. This inquiry corresponds to the current IS
research calls for a better knowledge of IT's worth in workplace (Kohli and Grover, 2008).
Individuals are also getting more conscious of our computerized environment (Garrison,
Wakefield & Kim, 2015). A growing number of individuals, including such owners of
mobile phones, ipads, wearable tech, and smartwatches, use technology to communicate,
connect, and conduct business. This is only achievable if indeed the government sector
utilizes new technologies to enhance the effectiveness of administration. Accordingly,
government organisations may utilise the vast potential presented by cloud computing
to increase efficiency and better serve residents.

LITERATURE REVIEW

The term "cloud computing” describes a set of interconnected hardware and software.
Competition between opposing programs all across Internet, intranets, or a hybrid of
both is dictated by the accessibility, efficiency, and abilities of virtual servers, cloud
services node, and software services, in addition to Quality of Services (QoS)
requirements. Cloud Computing is an innovative technique for developing computer
servers and cloud-based businesses. Centralized computer resources allow organisations
to access their applications from any Internet location while saving money on
infrastructure costs.
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Figure 1: Cloud Computing (Yu, et. al, 2017)

The term "cloud computing” implies to on-demand accessibility to a pool of adjustable
computer resources that may be swiftly assembled and dispersed without administration
work or service provider interaction, Lighthouse (2010). Torry Harris says that cloud
computing consists of several devices connected to public or private networks to provide
inexpensive infrastructure for scalable and elastic program, information, and data
storage.

Soon, traditional utilities such as telecommunications, water, gas and electricity and will
be supplanted by commoditized and identically delivered Cloud Computing services.
Significant advancements have happened in digital technology and the placement of
computational power, known as "cloud computing.”" The primary benefit of using the
cloud for the common user that it removes the requirement for complex computer system
to analyze data and run complex software. The cloud is accessible through the internet,
which would be frequently known to as the global network's gateway. Thanks to cloud
computing, it is possible to gain access to a vast amount of processing power without
investing a great deal of time or money.

According to (Vijai & Nivetha, 2020, Sharma& Akhtar, 2021), cloud computing
transformed the way consumers look about IT for recent years. Using the term "cloud
computing” implies the utilisation of a virtual environment. In the cloud, data may be
saved fast and securely. Typically, it is utilized to sell public cloud using an application,
permitting a distant client to manage the client server. Electronic commerce could be
described as "e-commerce." Cloud computing enables businesses to work more
effectively by permitting them access to critical data from any location at a time.

MATERIALS AND METHODS
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Despite the fact that some governments do not employ cloud computing, the poll
indicated that many do, with some using only a modest amount. Government
communications systems must be modified to utilise cloud technology since it offers
massive benefits over previous, less efficient ones, including improved service and safety
for residents at a cheaper cost. Public cloud, private network, public clouds, and hybrid
cloud computing models exist. According to this study, the government should employ a
mixed cloud computing strategy to hold both public and confidential data. Currently,
governments utilise biometrics, digital certificates, and router-based security
mechanisms to identify persons.

This article recommends the utilization of mixed cloud computing because of the security
and management of government information systems. The hybrid cloud technology
combines the benefits of private and public cloud computing. The only requirement for
accessing the mixed cloud computing platform is a web browser. This method permits
our government to benefit from both private and public cloud computing. It is the cloud
service that stores data that is not overly sensitive and valuable to the general populace.
The government keeps control over personal cloud services, whilst providers of cloud-
based services retain authority over the public cloud. Our approach to safety and cloud
computing consists of five layers: Admission, Security Systems, User Distraction, Safety,
and also the levels of Cloud Computing.

RESULTS AND DISCUSSIONS

A "hybrid model" can integrate a number of cloud models. In this research, we suggest a
five-layer mixed cloud computing framework for the protection of government
information encompassing both private and public clouds. Government organisations can
employ hybrid cloud systems to serve their programs on a number of cloud hosting
services choices. Using hybrid cloud computing, governments can reach their programs
from anywhere in the world via the internet by combining public and private clouds.
Cloud computing allows governments to lease services as opposed to purchasing,
deploying, and managing them themselves. No sensitive data should be stored on the
cloud infrastructure side of the mixed cloud architecture. Access to the cloud
infrastructure, which is maintained on the infrastructure of government, is restricted to
government personnel who are granted permission. A mixed cloud services system is
being developed for government data systems and security. E-governance can be
safeguarded utilising a hybridized cloud model that addresses all the necessary security
concerns.
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Figure 2: Hybrid Cloud Computing Architecture for E-governance

CONCLUSION

The outcome of this exhaustive investigation and study was cloud computing for public
data systems and security. Regarding cloud computing, a cloud storage model has been
researched and tested, and a hardware-based authentication mechanism has been
designed for data security. A five-tiered hybridized cloud computing design that
integrates both open and the private cloud hosting can help all the information systems
of the government. A hybridized cloud strategy that involves both internally and
externally cloud resources can help government information systems. Also affected are
organisational culture, sophisticated information sharing, and citizen-government
relations. Future government and public cloud-sourcing choices and transfers will be
facilitated by these modifications. The findings of the research indicate that hybridized
cloud model offers the government straightforward as well as a cost-effective option for
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providing IT services, irrespective of where such services are hosted or offered.
Therefore, the device-dependent authentication mechanism proposed in this work is
safer than some other methods already in use. When customers choose to utilise the
system, the hybrid cloud permits new levels of standardisation. Depending on their
access privileges, this study separated users into three groups.
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