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Abstract Cyber warfare as already established in the previous chapter is the act of hostilities
in the cyberspace through cyber means and method which is analogous to the military
hostilities that are conducted in the situations of the armed conflict. The unique nature that
is associated with the cyber operations such as the dual use and the nature of the cyber
arsenal and the effects generated by their use makes it a daunting task to govern such
hostilities under the current framework of the international humanitarian law. Yet, any
armed attack or an attack whose effects tantamount the effects of the traditional military
weapons having uncontrollable effects, directed indiscriminately, in the international as well
as non-international armed conflict are prohibited under the international law of war. With
the terms incidental and related to the cyber operations defined and the differences between
the different kinds of cyber operations enunciated the chapter further moves on with
discussing the major cyber events that occurred in the past few decades and an attempt will
be made to classify the cyber events as the cyber operations or an act of warfare that crosses
the threshold of the use of force.
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Introduction

The information within the computer network doesn't solely pertain to the matters of the
national security however conjointly pertains to the social, economic, psychological, aspects
of the individuals UN agency ar the benign actors within the computer network. because of
the diversification of the facilities, and ease offered by the computer network it's become
additional and additional jammed ever since. the quantity of actors has raised within the
computer network. This has created them vulnerable to the assorted cyber-crimes, like
phishing, spoofing and varied cyberattacks. Being a victim of the instances of cyber warfare
and involuntary participation of

the benign actors within the cyber warfare has crystal rectifier to the gross violations of the
principles of the international humanitarian law.
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Cyber-attack by the United States America

The CIA embedded software that is used to run valves, pipelines, turbines, in the critical
cyber infrastructure of the Soviet Union in 1982. The software was a logic bomb designed to
cause the pump speed and the valve settings to malfunction. This operation was authorised
by the then president of the United States Reagen. “The result was the most monumental
non-nuclear explosion and fire ever seen from space.” This attack caused huge economic and
psychological impact on the Soviet Union and is credited with being the cause of the end of
the cold war.

The invasion of Iraq in 1991 is yet another example of the cyber warfare. The United States
applied cyber warfare means and method for the invasion. The United States used its
communication and the satellite systems extensively in this operation. The invasion involved
the strategic air campaign and strikes against airfields and air crafts, telecommunication
facilities, air defence and command and control systems.

Russia and Chechnya

This was another incident of cyber warfare where the pro-Russians and the pro-Chechen
waged a virtual warfare in the cyberspace. The warfare was aimed at controlling and shaping
the public perception with the object of uniting the Chechen diaspora. The Chechen hackers
and separatist are a pioneer in the use of the cyberspace as a tool to deliver influencing PR
messages. This skilful placing of propaganda and other information helped the Chechens in
the furtherance of their object. Yet again, the Russians and the Chechens engaged in the cyber
warfare during the second Chechen war in 1997-2001. The Russians invaded the breakaway
region of the

Chechnya with the intent establish Moscow friendly regime. The propaganda that was
spread was not pro Chechen but anti-Russian as several images depicting the military
excesses of the Russians were circulated online. In an instance when the Russians officials
denied the involvement in attacking and killing passengers on the bus, a video surfaced
online refuting their claim. The Russians officials have been accused of hacking the Chechens
websites and escalating the cyber conflict.

Kosovo and the U.S.A.

When the NATO started air strikes against Serbia in 1999, the anti-western groups such as
Black Group and other pro-Serbian hackers started targeting the cyber infrastructure of the
NATO. However, it could not be established if these hackers have any affiliation with the
Yugoslav military. But, the object was to interrupt NATO from carrying out the strikes against
Serbia. The US retaliated by hacking into the cyber infrastructure of the Air defence control
system of Serbia to facilitate the air strike. This was the first broad-scale cyber warfare in the
last century.79

Israel and Palestine
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Israelis hacked into the websites of the Hezbollah, Hamas and Palestinian National Authority
and launched a DDoS attack which jammed their websites in fall of 2000. This minor attack
culminated in thefull-scale cyber war when Palestine and other Islamic supporting
organisation called for a Cyber Holy War.The Palestine hackers hacked into the websites of
the Israeli Parliament, defence force systems, stock exchange and the Prime Minister"s office.
Within 6 months of time, more than 150 websites of the Israel and 30 websites of Palestine
has been targeted. The websites belonging to Israel were defaced and the hackers claimed
that they can shut down the Israeli ISP Neti Vision that is responsible for hosting more than
60% of the internet traffic in Israel.

Estonia and Russia

Estonia is considered to be the most advanced nations in terms of ICT such that even the
votes in the elections are cast through the PC. The majority of the banking and financial
transactions in Estonia are carried out online. This reliance of Estonia on the internet
brought it in the radar of the Russian hackers. The Russian hackers launched DDoS attacks
against Estonia and increased the traffic by flooding the websites with the data such that the
websites that normally received 1000 visits a day now reported receiving more than 2000
visits per second.81 The government websites and servers were flooded with the excess of
traffic which the servers were incapable of handling thereby leading to the shutdown. The
government of Russia denied any involvement in these attacks but the Estonian officials
assert that Kremlin was behind these attacks. However, the situation was stabilised by the
teams of the computer expert sent by USA and NATO. Later, this attack led to the
establishment of Cooperative Cyber Defence Centre of Excellence in Estonia in May 2008.
The aim of this agency is to coordinate cyber defence and aid the allies in the cross-
jurisdictional attacks. This attack violated the principles of international humanitarian law
as it was not launched without a just cause nor did it follow the principles such as
discrimination, proportionality.

Israel and Syria

The Israelis launched an air strike against a nuclear reactor in Syria during operation
Orchard in 2007. The Israelis hacked into the Syrian air defence system and disabled it
temporarily to enter the Syrian airspace undetected. This air strike and the cyber-attack was
in furtherance of the failed diplomatic efforts to stop the collaboration of North Korea and
Syria in developing nuclear weapons.82 The strikes were legitimate as it was undertaken as
last resort when the diplomatic efforts failed. This pre-emptive strike was targeted against
the military object to render the defensive forces helpless withoutthe destruction of civilian
life and property.

Lithuania
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Consequent to the declaration that curtailed the freedom of speech and expression and
assembly in 2008 such that the displaying Soviet and Nazi German insignia, such as the
hammer and sickle, the red star, and the swastika, as well as playing of the Soviet and Nazi
anthems at public gatherings were prohibited. This attracted widespread criticism from
Russia and soon after this declaration many government and corporate websites in Lithuania
were hacked and the Soviet era graffiti were displayed on the websites. This suggested that
Russian hackers were behind this cyber operations.83

Russia and Georgia

This is the classic example of warfare where the battle was engaged in land, airsea and
cyberspace. When Russia invaded Georgia in response to Georgia“s attack against the
separatist in South Ossetia in 2008, a highly coordinated but the decentralized cyber
campaign was launched against the Georgian government websites and other critical cyber
infrastructure including the embassies of the US and Britain. The object of these attacks was
to support the invasion of Georgia by Russia and the cyber-attacks added to the military style
invasion. The cyber-attacks were legitimate since they were primarily aimed at disabling the
disabling the control and command of military capacities of the government.

Russia and Kyrgystan

This is another classic example of the cyber-attack launched against a country by Russia. The
hackers attacked the service providers by the DDoS and soon brought the internet to a halt
in 2009. The IP addresses were traced back to the hackers in Russia however, the intent and
the motive behind the attacks remain unclear. It is speculated that it could have been due to
the tensions between the administration and the differing views of the opposite party
pertaining to the national policies. The attack could also have launched by the Russian
supporters over a dispute pertaining to the US access to the Manas air base in Kyrgyzstan.

South Korea and the U.S.A.

Several DDoS attacks were launched against critical national infrastructure and websites of
the USA and South Korea. The targets included government and commercial websites along
with the Korean Assembly, the US and South Korean presidents* websites, the US State
Department, the public websites for the US stock exchanges NYSE, and NASDAQ, the popular
sites in South Korea such as ,naver.com.” these attack occurred from July 4 to July 10, 2009.
The timings of the attack suggested that North Korea was behind these attacks since North
Korea tested a missile on the 4th of July and celebrated the 15th anniversary of Kim Sung"s
death on the 8th of July. However, the real motive behind the attacks is not clear.

Iran
The centrifuges of the Iranian nuclear facility were sent spinning out of control in 2009 by a
cyber-worm known as Stuxnet that was released in a number of countries. This attack
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substantially damaged the Iranian nuclear program. Although this was in violation of the
nuclear-proliferation treaty, this did not violate any international humanitarian law since
the attacks were undertaken as last resort after failed diplomatic attempts to deter Iran from
pursuing a nuclear program. The attacks were targeted against the nuclear weapon
development program which Iran claimed to have put off tracks for several years.

Myanmar

The DDoS attacks were launched prior to the first election in Myanmar which were due to be
held on 25 October2010 in 20 years.The large-scale DDoS attacks were launched targeting
the Ministry of Post and Telecommunication. The motive and the perpetrators of the attacks
were unclear but since it is speculated that this was a preemptive attack by the Burmese
government to disrupt elections because the ruling government has been accused of the
gross violation of the human rights and was not in favour of stepping down from power.

Operation Israel (Oplsrael)

On the eve of Holocaust Remembrance day i.e. 7th April 2013, a group of anti- Israeli hackers
including Anonymous launched cyber-attacks in the nature of DDoS, defacement, database
hacking, leaking and targeting schools, banks and critical cyber infrastructure of Israel with
the intent to erase Israel from the cyberspace in protest against the alleged atrocities
committed by the Israel on the Palestine.

Singapore

A series of cyber-attacks in the nature of hacks were launched against the critical cyber
infrastructure. The attacks were launched by the group “Anonymous” represented by a
member known by his online handle as “The Messiah” as aprotest against the censorship
regulations in the country.Later a person named as James Raj was apprehended and charged
as the alleged Messiah.

Operation Shady Rat

The attack started in mid-2006 and claimed to have hit more than 70 organisations that
included defence contractors, business organisations, United Nations and the International
Olympic Committee. The acronym RAT is derived from Remote Access tool that was a five
year targeted operation by one specific actor. The investigations pointed out towards the
involvement of the People“s Republic of China as the operation targeted various athletic
oversight organisations during the time of 2008 summer Olympics.

Red October malware
This was a cyber-espionage malware program that came into the public know when it was
uncovered by the Russian firm Kaspersky Lab.92 it was stated that this malware program
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has been operating for at least five years and was responsible for transmitting information
pertaining to the diplomatic secrets. This was an advanced cyber espionage program that
targeted the governmental, diplomatic, and scientific research organisations throughout the
world. The attackers were unknown.

Wannacry Ransom ware attack

This was a worldwide DDoScyber-attack that spread during May 2017 and targeted the
computers that run on Microsoft Windows operating system. This attack denied the access
to the administrator and demanded ransom payment in form of cryptocurrency. The attack
was soon contained due to the security patch issued by the Microsoft but not before it has
affected more than 200,000 computers across 150 countries. It is widely believed that North
Korea was behind this attack.93

Attack on Yahoo

The Internet service company Yahoo! reported two major data breaches of user account data
to hackers during the second half of 2016. The first announced breach, reported in
September 2016, occurred sometime in late 2014, and affected over 500

Conclusion: The above discussed were only the few of the cyber operations that take place
on day to basis and is not plausible to analyse all the cyber operation as that being outside
the scope of this work. However this chapter made an attempt to analyse all the existing
literature to analyse the available definitions to delimit and interpret the key terms closely
related with the research thesis such as cyber-attack, cyber-war, cyber-space, information
warfare and cyber warfare. The interpretation of the definitions is warranted on account of
erroneous interchangeable use of terms, due to lack of awareness among civilians who
unknowingly become combatants in the cyber war, which might undermine the gravity of
the offense/act and providing appropriate definition for the classification of the offense/act
when the cyber-attack may cross the threshold of use of force and warrant self-defence. The
chapter closely analysed the existing definitions and the gaps that hinder the future research
in the field of cyber warfare. An attempt has been made to fill the research gaps by proposing
alternative definitions of cyber-attack that conforms to contemporary paradigm shift in the
means and method of warfare. The chapter also discussed various methods that are used by
cyber criminals against individuals and organization to procure financial, informational,
psychological or tactical gains above the opposite State. A detailed analysis of the
differentiation between cyber-attack and cyber warfare was necessary to draw a fine line
between cyber-attack and cyberwar to emphasize that a cyber-attack which crosses the
threshold of the use of force will warrant the exercise of self-defence from the opposite state
actor.
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