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Abstract 

Border Security is most important in any country and many lives are lost due to land mines and 

bomb blasts. This work focuses on the design and development of a robot based on Internet of 

things (IOT). The robot is designed to perform bomb defusing, Land mines detection and defusing.  

It is also used in surveillance at borders.  This robot works both autonomously as well as 

manually. The bomb defusing task is performed based on the image captured by the robot and it 

will be sent back to the control room with the location to analyze the threat, then the robot is used 

to defuse the bomb remotely from the control room. The surveillance task is performed to find 

out the intruders at borders day and night, where the army personnel can’t perform the task of 

surveillance. The images are sent to the control room for analyzing the threat. The robot is 

designed such that it can detect the land mines using an inbuilt metal detector.  
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1. Introduction 

The modern warfare demands the need of the integration of latest technologies. The internet of 

things (IOT) is one of those technologies and nowadays the IOT is used in many applications like 

Home automation to automation of Production line in manufacture sector. This technology is 

used in the development of the most sophisticated devices. The autonomous defense systems 

must be designed using this technology in boarder surveillance [1]. The protecting the border of 

any country is important and lacks of people lost their life due to landmines and bombs explode. 

An estimation of 15,000 to 20,000 people are killed /injured by landmines every year [2]. There 

is a need of an autonomous system to perform these tasks which are not performed by the 

individuals.  This study will explore the use of IOT in designing and implementing the Robot 

system that can continuously monitor and defuse the landmines and bombs both autonomously 

as well as manually [3].  

2. System Design 
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The system design includes two phase involvement- one is the robot and the other one is the user 

section, i.e., laptop or mobile for controlling the robot [4]. The user section is kept much portable 

in comparison to other traditional systems. The communication technology used here involves 

Internet, thus increasing the range and affordability of the device [5]. This is the main phase 

showcasing the use of the concept of Internet of Things (IOT). We can access our Raspberry Pi 

console using SSH from any part of the world [6]. Once connected, the user can control the robot 

using its own portable laptop or mobile from anywhere around the world. Here, portability is also 

one of the key features in our proposed system [7]. 

 

Fig. 1 Algorithm for OIT based robot 

 

At the robot end, we are using a Raspberry Pi minicomputer placed on the robot body or chassis. 

Wheels are connected to Dc motors of 30rpm and attached to robot chassis. Each motor runs on 

12V supply provided by an external power source, i.e., Lithium-ion battery. The motors are 

interfaced with the Raspberry Pi through relay and motor driver. The Raspberry Pi controls the 

robot with the help of scripts and programs written in Python language. Besides the manual mode 

of operation, automated waypoint travelling mode is also enabled in this setup. This is achieved 

with the help of Google API Directions. The Ultrasonic sensor is also interfaced so that the robot 

can avoid any obstacles in course of path automatically. The camera is also placed on the body of 

the robot and programmed in such a way that it can detect any objects and capture the video and 

image data and email it to the respective authority [8]. The metal detector attached in front of the 

body can detect any metal objects and hence can send signals to the user. The Algorithm of this 

study is shown in Fig. 1. 
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3. Components of IOT based robot 

The IOT based robot is the integration of Electronic, Mechanical, Computer Science and 

information technology. Fig. 2 shows the different components of IOT based robot.   

 

Fig. 2 Components of IOT based robot 

These components are discussed under following heads [9]. 

3.1 Raspberry Pi Zero W 

 This supports many features such as high speed LAN and so on. This controller is the most 

advanced controller used along with other components in the robot.  

3.2  DC Motors 

` The brushless DC motors are used to control the robot arm as well as the robot wheels.  It 

utilizes 12V Dc power supply and rotates at 30rpm speed. The brushless Dc Motors have 

more advantages than brush DC motors.  

3.3 Ultrasonic Sensor 

 The ultrasonic sensor is used where the need of finding the obstacles and other 

applications. Ultrasonic waves are used to find the distance. This consists of wave’s emitter 

and receiver. Every object o earth has its own material property. The received signal carries 

the wave energy based on the emitted signal hit the relevant object.   
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 Nowadays the Lithium ion batteries are widely used most of the electronic devices; it is 

because of their loess weight and more energy density. The batteries are costly, but the life 

is more compared to another batteries.    

 

3.5 Six-Axis Robotic arms 

  The six axis robotic arm is flexible and can be designed based on the requirements. It moves 

at 360 degrees.  It is having 6 DOF and end effecter is capable of picking and placing. But in 

our case a tool is attached to dispose the bomb/ Landmines.  

 

3.6 Raspberry Pi IR Camera 

 It is a Camera module designed for Raspberry Pi. This camera can capture video data in 

both day and night time. Its can capture the images and send the same to control room on 

real time bases.  

3.7 Motor Driver 

 Motor derive is the control unit attached to the main control unit. It is used to control the 

motors attached robot arm as well as chaises of the robot wheels. The motor drive is 

integrated such a way that it will perform the assigned/programmed part accurately.  

3.8 GPS Module 

 This module is used for automating the movement of the robot using Google API directions 

and waypoint target setting technique. 

3.9 Software Tools 

➢ Python:- Different python libraries are used in this project for running scripts for 

connection and controlling of robot, sending mail, camera controls, etc. 

➢ Linux:- Linux powered Raspberry Pi is used in this project for connections and interfacing 

different components and modules together. 

➢ Windows:- Windows platform is being used to run softwares and create code in python. 

The assembled prototype of IOT based robot is showed in Fig. 3 and Fig. 4. 
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            Fig. 3 Assembled Prototype                          Fig. 4 Prototype testing 

 

4. Conclusions and Future work 

In this work a IOT based robot framework is designed and the robot is tested for the feasibility of 

the robot for the scenario like bomb/landmine disposing and surveillance. The designed system 

can save lot of lives and it can protect the borders where the individual persons cannot perform 

the surveillance. The components are used in this are programmed to complete the given tasks 

exactly. The real time based IOT Robot. The robot is controlled using just a laptop/desktop with 

internet connections. Automatic monitoring can also be done. Our proposed robot is small in size, 

thus, maneuvering into area where human access is impossible. This robot can be automated to 

maneuver the selected path. The metal detector in this robot can help detect objects such as 

bombs and then can be diffused using its cutter-fitted arms. It would also send email to the host 

machine with attached images of any camera-detected objects in the path. 

In future it is developed by integrating the non lethal weapon surveillance along with the present 

configuration.     
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