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ABSTRACT 

Cloud computing is an on-demand accessibility of computer system resources without any 

organization by the user. With cloud computing, the users access files and use the applications 

from any device to access the Internet. Internet of things (IoT) is the system of interrelated 

computing devices, objects, animals or people provided with unique identifiers (UIDs) to 

transmit the data over the network without interaction. Security plays an essential role during 

the service provisioning process in cloud server. Secured cloud service provisioning is the 

allocation of the resources and services to the customer in secured manner. Many researchers 

introduced service provisioning techniques with better security in cloud environment. But, the 

data confidentiality and execution time performance was not improved. In order to address 

these problems, cloud service provisioning can be carried out using machine learning techniques 

in our research work.  

 

Keywords: cloud computing, on-demand, security, cloud service provisioning, resources, data 

confidentiality, machine learning 

 

I.INTRODUCTION 

Cloud Computing is used for computing resources that delivered as the service over an internet. 

Cloud computing is the model for providing the services where the resources are retrieved from 

the web through internet based tools and applications. Cloud service provisioning denotes the 

processes for deployment and integration of cloud computing services within an enterprise IT 

infrastructure. It incorporated the policies, procedures and enterprise objective in sourcing the 

cloud services from service provider. Cloud computing security denoted the broad set of policies, 

technologies, applications to preserve IP, data, applications, services and linked infrastructure 

of cloud computing.  

This paper is organized as follows: Section 2 explains on existing secured cloud service 

provisioning techniques with IoT. Section 3 presents the brief discussion about secured cloud 

service provisioning techniques. Section 4 describes the possible comparison between them. 

Section 5 describes the limitations and related works. Section 6 concludes the paper. 
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II.LITERATURE SURVEY 

An end-to-end energy model was designed in [1] for Edge Cloud-based IoT platform. The models 

were employed in concrete scenario where data stream analysis was created with cameras 

positioned on the vehicles. However, the energy efficiency of cloud infrastructures was not 

enhanced for small-sized data centers to limit IoT on the global energy consumption. A resource-

aware virtual machine migration technique was designed in [2]. The rapid variation in sensing 

environment was examined through server clustering process. But, the optimization technique 

was not used to place virtual machine on destination server.  

 

A new cloud computing model was designed in [3] for context-aware Internet of Things (IoT) 

services. However, advanced service-binding adaptation was not carried out to enhance the 

computing platform utilization for cloud resource control and mobility management framework. 

A new OAuthing model was designed in [4] for IoT to allocate the user identity and devices. Every 

user data was handled through personal cloud instance with an improved security and isolation 

for devices and cloud services. But, data confidentiality level was not improved by OAuthing 

model. IoT devices communicate with each other through the Constrained Application Protocol 

(CoAP) in [5]. CoAP was performed to link with each other through Internet. However, system 

prototype was not employed for commercial deployment using CoAP. 

 

A novel authentication scheme was introduced in [6] for IoT-based architectures with cloud 

servers. Through formal verification by Proverif, security robustness of authentication scheme 

was guaranteed. But, authentication accuracy was not increased using designed scheme. A 

practical attribute-based access control system was designed in [7] for IoT cloud with revocable 

attribute-based encryption scheme that allowed data owner to manage data user credentials. 

However, the response time was not reduced during access control by practical attribute-based 

access control system.  

III. SECURED CLOUD SERVICE    PROVISIONING IN CLOUD  ENVIRONMENT 

Cloud computing provides the infrastructure and platform for storing and processing the IoT 

data. Cloud presented infrastructure as a Service (IaaS) for storing the sensed data. Platform as 

a Service (PaaS) from cloud is employed to run analytics on data. Software as a Service (SaaS) 

presented the software to analyze the IoT data. Data generated by environment is stored in cloud 

for computation and analytics. The computation process is handled by virtual machines running 

on physical server in cloud.  

 

A. End-to-end Energy Models for Edge Cloud-based IoT Platforms: Application to Data Stream 

Analysis in IoT 

 

Internet of Things (IoT) is an increasing number of connected devices with development of data 

and energy-hungry services. The services are depending on the cloud infrastructure for storage 

and computing abilities, altering architecture into distributed one depending on the edge 

facilities presented by Internet Service Providers (ISP). An end-to-end energy model was 
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introduced for edge cloud-based IoT platforms. The   designed model was employed in the 

concrete scenario where the data stream analysis created by cameras inserted on vehicles. The 

validation joined measurements on real testbed running the targeted application for scaling-up 

with increasing number of IoT devices. 

 

The end-to-end energy consumption of IoT platforms was carried out on the concrete use-case 

advantages of edge computing platforms for IoT concerning energy consumption. End-to-end 

energy models were introduced for estimating the consumption when offloading the 

computation from objects to edge or to core cloud depending on number of devices for trading-

off between the response time and reliability. The validation use-case aimed Internet of Vehicles 

(IoV) that was convergence of mobile internet and IoT. Video streams from cameras were aimed 

for object detection and tracking. The energy consumption was computed through each part of 

the IoT platform where data lost their value when they failed to analyze.  

 

B.    Resource-aware virtual machine migration in IoT cloud 

 

Internet of Things (IoT) is the promising model for enabling several applications to the network 

together through an internet. Smart city, smart grid, smart home and smart agriculture are few 

areas supported by IoT applications. A large volume of data is generated by IoT applications for 

computation, storage and analytics through the infrastructure and platform as service provided 

by cloud computing. In cloud-based IOT application, rapid variation in sensing environment 

resulted in the data flowing spikes into the cloud. Internet of Things (IoT) combined the physical 

world with computer-based system to function smartly. Physical devices linked with sensors 

collected the environmental data and suitable actuation was carried out after the data 

examination. 

 

A resource-aware migration technique was introduced to provide an uninterrupted service for 

IoT cloud environment. IoT computation jobs were allocated in the cloud computing. The 

weather prediction and fertilizer suggestion was carried out for identifying the resource 

starvation of virtual machine. The virtual machines were migrated to the destination server 

depending on preference function. Resource-aware VM migration technique was introduced to 

accommodate the rapid resource requirement of IoT application. The resource utilization of 

cloud server was monitored and virtual machines were positioned on the destination server. The 

data from IoT application were kept intact and effective service was presented in terms of the 

computation and analytics. The computation and analytics were carried out by the Hadoop cloud 

with lesser downtime and migration time.  

 

C.   Hierarchical Cloud Computing Architecture for Context-Aware IoT Services 

 

A new cloud computing model was introduced to construct the hierarchical macroscopic and 

microscopic control architecture using cloud control layer (CCL) and user control layer (UCL) 

for context-aware Internet of Things (IoT) services. CCL handled the cloud resource distribution, 
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service scheduling, service profile and service adaptation policy from system quality of service 

(QoS) through considering all context aware IoT services. UCL handled the end-to-end service 

connection and service context from user performance. UCL managed every context-aware 

service from user QoS point of view. The designed model supported non-uniform service binding 

and real-time adaptation through meta-objects that presented the application-specific 

computing environment at platform-level.  

 

The real-time adaptable service binding comprised application and transmission bindings. It 

maintained the binding-wise hierarchical adaptation management. The designed service binding 

utilized the meta-object-based reflective system. The designed platform presented the 

intelligent service context management through supervised and reinforcement learning-based 

machine learning technique. A lightweight prototype of computing model was introduced with 

uniform binding-based legacy computing techniques. The designed platform were employed for 

the environmental sensor, actuator, service-agent devices and network devices as core function 

of computing infrastructure for presenting the intelligent IoT services. The designed platform 

comprised innovative business opportunities in the cloud computing where service providers 

and network operator take co-responsibility for enhancing the reliability and scalability 

performance of the services. 

 

IV.COMPARISON OF SECURED SERVICE PROVISIONING TECHNIQUES IN CLOUD 

ENVIRONMENT 

 

In order to compare the secured service provisioning techniques in cloud environment, number 

of cloud user request is taken to perform the experiment. Various parameters are used for 

providing secured services with better performances.  

 

A. Space Complexity 

Space complexity is defined as the amount of memory space utilized for performing the secured 

service provisioning in cloud. It is measured in terms of megabytes (MB). It is formulated as, 

 

Space complexity = Total memory − unused memory space       (1) 

 

From (1), the space complexity is calculated. When the space complexity is lesser, the method is 

said to be more efficient. 

 

Table 1 Tabulation for Space Complexity 
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Table 1 explains the space complexity with respect to number of cloud user requests ranging 

from 10 to 100. Space complexity comparison takes place on existing end-to-end energy model, 

resource-aware virtual machine migration technique and cloud computing model. The graphical 

analysis of space complexity is illustrated in figure 1. 

 

 
Figure 1 Measurement of Space Complexity 

 

As described in figure 1, space complexity for different number of cloud user request is 

described. From the figure, it is clear that end-to-end energy model consumed lesser space when 

compared to the resource-aware virtual machine migration technique and cloud computing 

model. This is because of estimating the consumption when computation offloading from objects 

to the edge or to the cloud depending on number of devices and QoS application for trading-off 

between response time and reliability. Research in end-to-end energy model increases data 

confidentiality rate by 24% than resource-aware virtual machine migration technique and by 

42% than cloud computing model. 

 

B. Execution Time 
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Execution time is defined as the amount of time taken to perform the secured service 

provisioning in cloud environment. It is defined as the difference of starting time and ending 

time for secured service provisioning. It is measured in terms of milliseconds (ms). It is given by, 

 

Execution Time = Ending time −    Starting time for secured service provisioning                         (2) 

 

From (2), the execution time is calculated. When the execution time is lesser, the method is said 

to be more efficient. 

 

Table 2 Tabulation for Execution Time 

 

 
 

Table 2 explains the execution time with respect to number of cloud user requests ranging from 

10 to 100. Execution time comparison takes place on existing end-to-end energy model, 

resource-aware virtual machine migration technique and cloud computing model. The graphical 

analysis of execution time is described in figure 2. 

 

 
Figure 2 Measurement of Execution Time 
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In figure 2, execution time comparison for different number of cloud user request is explained. 

From figure, it is observed that resource-aware virtual machine migration technique consumed 

lesser time when compared to end-to-end energy model and cloud computing model. This is 

because, the virtual machines were migrated to destination server depending on the preference 

function. The designed technique was employed to accommodate the rapid resource 

requirement of IoT application. The designed technique presented computation and analytics 

with lesser downtime and migration time. Research in resource-aware virtual machine 

migration technique reduced the execution time by 37% than end-to-end energy model and by 

50% than Cloud computing model. 

 

C.  Data Confidentiality Rate 

Data confidentiality rate is the ability to preserve the data from unauthorized access in cloud 

server. It is described as ratio of number of cloud user request that are accessed only by the 

authorized cloud server to the total number of cloud user request. It is measured in terms of 

percentage (%). It is formulated as, 

                           DCR =
Number of cloud user request accessed by authorized server 

Number of cloud user request
∗ 100              (3)  

From (3), the data confidentiality rate is computed. When the data confidentiality rate is higher, 

the method is said to be more efficient.  

 

Table 3 Tabulation for Data Confidentiality Rate 

 
 

Table 3 describes the data confidentiality rate with respect to number of cloud user requests 

ranging from 10 to 100. Data confidentiality rate comparison takes place on existing end-to-end 

energy model, resource-aware virtual machine migration technique and cloud computing model. 

The graphical analysis of data confidentiality rate is explained in figure 3. 
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Figure 3 Measurement of Data Confidentiality Rate 

 

From figure 3, data confidentiality rate for different number of cloud user request is illustrated. 

Cloud computing model attained higher data confidentiality rate when compared to end-to-end 

energy model and resource-aware virtual machine migration technique. This is because of 

constructing the cloud computing model hierarchical macroscopic and microscopic control 

architecture for context-aware Internet of Things (IoT) services. The designed model supported 

the non-uniform service binding and real-time adaptation through meta-objects at the platform-

level. Research in Cloud computing model increases the data confidentiality rate by 34% than 

end-to-end energy model and by 20% than resource-aware virtual machine migration 

technique. 

 

V. DISCUSSION AND LIMITATION ON SECURED CLOUD SERVICE PROVISIONING 

TECHNIQUES 

An end-to-end energy models were introduced for edge cloud-based IoT platform. The designed 

models were used in concrete scenario where data stream analysis created through cameras 

positioned on vehicles. Video streams were introduced for identifying object detection and 

tracking ability. The validation combined dimension on real test-bed running targeted 

application for learning with number of IoT devices. The energy efficiency of cloud infrastructure 

was not enhanced for small-sized data centers to boundary IoT on global energy consumption. 

Cloud computing model maintained non-uniform service binding and real-time adaptation 

through the meta-objects. It supported intelligent service-context management by supervised 

and reinforcement learning framework. However, the advanced service-binding adaptation was 

not carried out for cloud resource control to improve the utilization of computing platform. 

 

Resource-aware virtual machine migration technique observed fast variation in sensing field 

through server clustering. The data from IoT application were maintained intact and effective 
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service was presented in terms of computation and analytics. The designed technique reduced 

the migration time and downtime in cloud. The designed technique introduced an uninterrupted 

service to an IoT environment. However, optimization technique was not used to place the 

virtual machine on destination server.  

 

A.Related Works: 

A new Chinese Remainder Theorem (CRT)-based data storage mechanism was designed in [8] 

for storing the user data in cloud database. A new group key management scheme was designed 

with CRT to access encrypted data from the cloud database. However, designed mechanism 

failed to reduce the computational complexity over the cloud and IoT-based applications. A 

security-enhanced attestation technology was performed in [9] for remote terminals to attain 

the shielded execution for measurements and attestation programs. A policy-based 

measurement mechanism was introduced where sensitive data with secret keys and policy 

details were covered with enclave-specific keys. However, authentication was not performed in 

efficient way to enhance the security level. A cloud-based fine-grained health information access 

control framework was designed in [10] for lightweight IoT devices with data auditing and 

attribute revocation function. But, the data accessing time was not minimized through cloud-

based fine-grained health information access control framework. 

 

B. Future Direction  

The future direction of the work can be carried out using machine learning and ensemble 

learning techniques for secured service provisioning in cloud environment with higher data 

confidentiality and lesser time consumption. 

 

VI.CONCLUSION 

A comparison of different secured service provisioning techniques in cloud environment is 

studied. From survival study, the energy efficiency of cloud infrastructure was not improved for 

small-sized data centers to boundary IoT on global energy consumption. In addition, the 

advanced service-binding adaptation was not carried out for cloud resource control to increase 

the utilization of computing platform. The optimization technique was not utilized for 

positioning the virtual machine on the destination server. The wide range of experiments on 

existing techniques computed the comparative results of different classification techniques with 

its limitations. Finally from the limitation identified, further research work can be carried out for 

improving the performance of data confidentiality and execution time during the service 

provisioning in cloud by using machine learning techniques. 
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