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Abstract: In our daily life, we see a lot of crimes and theft taking place which are not known
properly. The major crimes are happening at the ATM. Developing number of securities and cops
isn’t effective answer to conquer the existing issue on the ATMs that the general population who
are not engaged with criminal exercises who will not feel free to use ATMs and social services .In
this paper ,we use image processing techniques to detect the abnormal events that occur in the
ATM. Images or videos taken is proposed for monitoring and detecting the abnormal events based
on real time image processing techniques. The operations are carried out using two processing
units, first processing unit is for implementation of real time image processing techniques and
second processing unit will handle the rest of controlling, monitoring and alarm operations .This
will be great help for the cops and public people to be aware of the crime scenes.
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LINTRODUCTION

Detection of crimes and abnormal events are very difficult. Prediction of a crime scene can ease
the job of law enforcement agencies. We see a lot of CCTV cameras being installed to monitor a
certain area. But, the increasing number of CCTV cameras is problematic , as we need to monitor
all the cameras manually .So we use the image processing techniques to detect the abnormal
activities that occur in the ATMs.
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Life would be easier if computers can predict crime scene by processing CCTV camera’s video.
The increasing demand of artificial intelligence (AI) in the security sector is a must because they
can be used to train the machines with normal and the abnormal activities. According to the
news published in times of India, the detective department claimed to crack the great Kolkata
ATM fraud case with the arrest of a Romanian after a dramatic auto chase through Delhi lanes.
The arrest came only exactly eight days after the gang struck in the city and siphoned the
money from the accounts of over 71 ATM users.

As Deep Neural Network which is also known as deep learning can give outstanding
performance on image classification focused on the problems of object localization in the image
and automatically detects the objects in the ATM. It is easy to detect the crime when we use the
deep learning techniques. The neural network is used for weapon detection in the ATM.

Automatic feature representation gives better performance than manual feature and
unsupervised approach can give very close results to supervised approach. Using the MATLAB
algorithm, we can detect the images of the weapon .The images or videos are processed by Mat
lab using Digital Image Processing Toolbox for monitoring and detecting the abnormal events at
ATM’s. The Image

Processing technology is being used for military, agriculture, aerial photography, surveillance,
remote sensing and many more purposes.

The operations are classified into two processing units, first processing unit is for
implementation of real time image processing techniques and second processing unit will handle
the rest of controlling, monitoring and alarm operations. Using the first processing unit, the
abnormal activity is detected and sent to the microcontroller. The buzzer interfaced with the
microcontroller will produce the sound if any abnormal activity is detected.

In this paper, we are going to discuss on various section as follows. Section II describes about
the Literature survey, section III proposed system, section IV gives the conclusion and section V
comprises of the references used.

ILLITERATURE SURVEY:

Most of the crime activities are highly related with ATMs. Although the ATM is equipped with
surveillance monitor, the criminals can usually break it down and Rob the money by occluding
their faces. In the previous model head location method is used to detect the human face. These
methods are low computational cost and accuracy. This method is consisting of three cascaded
parts. They are foreground extraction, initial location and ellipse filling.

The drawback of previous system is first accuracy is very low second the pores, sizes and
number of human faces can vary continuously in seconds third the background is changing all
the time in videos sequences.
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To overcome these problems we propose the system based on the digital image processing
where the image or videos are detect or monitoring using deep learning method. In this project
we can able to detect thousands or lack of images. In our method the camera are monitoring the
real time activities. When the abnormal activities or unwanted objects like hammer, knife are
detected it will alarm to alert the people.

This paper uses microcontroller for the purpose of alarm system. The knife, hammer and the
firing equipments are considered as the unwanted equipments in the ATMs. Simultaneously when
the alarm is activated the mail or massage are sent to the control room of the nearest police
station to avoid the financial loss. This project will greatly improve the financial security and it
also increase the accuracy and efficiency .The main aim of this model is to avoid the financial
loss using alarm operation.

IILPROPOSED SYSTEM:

We proposed a robust computer vision approach for identifying abnormal activity at public
premises in real time. The proposed System is based on the digital image processing. The
objective of proposed system is to detect the images and videos using deep learning method. The
working principle is based on computer vision, artificial intelligence and control system.

The camera will monitor the real time activities. The input video is captured by the camera.
The video is converted into the frames using image processing technique. The pre-processing
block performs segmentation process to improve intensity and enhance the image .The WLS
filter is weighted least square filter which is used to remove the distortions in the image and
smoothen the edges of the image.

The HDR tone mapping is used to convert the image into the tonal value. The next process is

object detection. Object detection is about whether the object is present or not. In object detection
the detected pattern is compared with the predefined pattern to find the object .Object recognition
is about to find the image whether it is a human or like car, animal etc.

The identification of object is carried out by using machine learning technique. The
microcontroller is

using for the purpose of alarm system. The sound sensor and buzzer are connected with the
microcontroller. The alarm is activated when the abnormal activities are detected it help in alert
the public to secure them and also prevent the crime occurrence.
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4.1 Block diagram of detection and recognition of object

The input video is converted into single images for pre-processing. It is the important step in
image processing where it converts the image in a proper format for further steps. Pre-processing
stage involves the re-sizing, de-noising, segmentation and smoothening of images. Pre-processing is
a common name for operations with images at the lowest level of abstraction in which both input
and output are intensity images. It is used for improvement of images by reducing the distortions
and enhances the image for further processing.

The smoothening of the pixels is carried out by weighted least squares filter. To achieve the
optimal contrast based on weak textures and colour saturation this paper aims to use the
weighted least square filters. Tone mapping is a digital image processing technique in which one
set of colors ismapped to another in order to create high dynamic range. Object detection defines
the object. It deals with the detection of semantic class of the objects.

Deep Learning is used to train the computer or device to differentiate the abnormal and normal
activities. Object recognition identifies whether the object is present or not. It is the outcome
based on the deep learning. The goal is to teach a computer to do what naturally the human
does. It trains to gain a level of understanding of what an image contains. The image captured
during the abnormal event is mailed to the concern.
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The detected information is then passed to the microcontroller through UART cable. UART is
the most common method of asynchronous serial communication between two devices. The buzzer
produces the sound when the abnormal activity is detected. This is used to alert the public.
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ADVANTAGES OF THE PROPOSEDSYSTEM:

Best results with unstructured data.

Efficient at delivering high quality results.

More number of images can be processed.

Prevent the Crime Occurrence.

Considerably reduce the number of crime activities.
Create a Secured society
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CONCLUSION:

In this paper, we present an approach which can be used to easily detect the abnormal activities.
The alert system is very efficient in making the public aware of the crime activities. The wrong
alert of the normal activities is also reduced as we use real time techniques. The proposed model
use deep learning techniques which produces better performance of the system
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