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Abstract- The art of video steganography is a promising tool in the science of secret communication by hiding the
information in the cover video without any detectable changes in the cover file. The dynamic nature of the video
format makes it immune to cyber-attacks which in turn helps in secret communication. As the attention to video file
sharing is rapidly growing, it is vital to have enhanced and novel steganographic techniques.

New approaches have been suggested to cover the hidden message in a video file with the proposed technique in this
article. The confidential data is disguised by shielding them in the 7th bit of the identified pixel and the following
pixel. Whereas the pixel in which the secret data should be shielded is picked using a knight tour algorithm that
applies an added security to the secret message from cyber trespassers.The competence of this novel algorithm is
proved by enumerating various parameters such as PSNR, MSE, SSIM, and embedded capacity.
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L. INTRODUCTION:

Information is the modern fuel that keeps the globe spinning. Information protection provides a major
contribution to the safety of information. While there are many effective approaches for Information
Security, there is still space for improvement and tuning to enhance their performance and protection.
Information Security technologies are divided into two groups, i.e, information encryption and
information hiding. These two methods shall be used to protect the records. Information Encryption and
Data hiding strategies have been established in [1, 2]. The figure indicates the classification of security
systems.

Security
Systems
l—;l
Hiding Cryptography
Steganography Watermarking
Linguistic Technical
Image Video Audio Text

Figure 1: Classification of Security Systems
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Cryptography is a technique that encrypts and sends messages in an unreadable format. It scrambles
sensitive information in such a way that it appears to be a twaddle to any unintentional person. Security
keys play an essential position in cryptography.

Cryptosystem refers to a collection of algorithms required to implement a security service, most
commonly for confidentiality purposes. Usually, the cryptosystem consists of three algorithms: one for
key generation, one for encryption, and one for decryption [3].

Watermarking was considered for many copy prevention and copyright protection applications by
injecting author-related information into a signal or image. Watermark information is usually used to
classify the copyright holder and to ensure that royalties are properly paid [4]

Steganography is an effective instrument of information security that communicate information in any
media in a way that there is no chance of any unintended users to realize that there is a secret message
being hidden in the media [5]. This unique character of steganography makes it a bullet security system in
information security.

Video steganography:

Video steganography is a subdivision of data hiding, in which the secret data is hidden in the video file
and is used in many areas such as medical services, enforcement agencies, trademark protection and
access management, and so on[6].

The popularity of video steganography relies on two major facts. Digital Information can be conveniently
modified and apprehended by wusers through the exponential advancement of internet
applications[7].Video is an interactive medium that can be more suited than other multimedia because of
the boom of strong digital video content share and transmitting tools and their scale.

In any good steganography scheme, three primary factors should be considered: imperceptibility,
robustness and embeddingcapacity.

Imperceptibility is directly connected to the protection of the steganography methods that hide the
hidden message in the embedded recording. Strong imperceptibility implies a low degree of alteration
and decent visual consistency of the embedded video[8].

Robustness is another criterion for assessing the intensity of the steganography system against threats in
video steganography. The explanation for considering robustness is that an embedded message will often
not withstand a number of deliberate or accidental assaults, such as data exchange, transmission failure,
frame distortion, and scaling [9]. Robustness is essential to the quality of the video steganography system,
as stated in the literature in[10], extremely efficient steganography implementations ought to be robust
against both signal analysis and adaptive noise.

Embedding capability is a crucial requirement and is described as the number of hidden messages that
can be inserted in a visual media. The higher embedding ability ensures that more hidden messages may
be inserted. However, higher embedding capability may contribute to a higher risk of poorer visual
quality and an improvement in bitrate for embedded video[13].

A modern and updated approach to video steganography is applied and validated in this research report,
which promises efficiency and quality enhancements. In addition, this method discusses the principal
aspects of the steganography mentioned above. The relevant works are described in the next section
followed by the suggested approach and algorithm. The experimental results are addressed and
compared with other steganography techniques in the results section and the conclusion section reflects
the inferences achieved in this experiment.

Related works

As video steganography is rapidly growing, various research and algorithms are developed. Many of the
critical details are generated in a digital picture by the most significant bits[12], which will physically
degrade the consistency and visual quality with the modification of the MSB's on the pixel. Hence most of
the researchers choose the LSB approach to hide the hiddendata in the visual media. Hidden message bits
can easily be inserted in this conventional form, by replacing the least significant bits of the image
pixels.As only LSB is changed, the factor of change is so minimal that is +1 or -1 [13]. This method thus
makes it uncomplicated for the intruders to assault the confidential data by picking the least significant
bit.
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Various enhancements to the LSB substitution method were proposed [12, 14]. However, they have not
amplified the hiding ability and visual efficiency of the resultant video file [15].The hidden message is
contained in themoderately significant bit of the cover picture in the literature[14]. The designed
algorithm selects a replacement matrix to embed hidden messages, and the local pixel adjustment method
is used to boost the accuracy of the stego-image.

But the local pixel correction procedure is not as powerful and optimal as it does not take all the bits into
account. Instead, the last three bits and the fourth bit are taken into account, which is not an ideal
solution[16].

Some analysts use histograms as a crucial element in embedding a hidden message and boosting dynamic
range.Histogram-shifting data hiding scheme restricts the highest point in order to boost the accuracy of
the stego-image[17]. The multi-dimensional and multi-layer data embedding process[18] in which two-
dimensional discrepancy histogram adjustment is rendered is used to increase the hiding ability and
PSNR.However, owing to its complexity and time usage, this approach is not inexpensive.

Transform domain techniques are used in steganography by manipulating the coefficients of the media in
which the message is to be hidden and concealing the confidential data on the manipulated coefficients.
Some literature claim that the transform domain steganography techniques are stable and secure [19].
The transformations such as fourier, discrete cosine transform (DCT), and wavelet transforms are being
used in steganography. The literature [20] proposes a steganography algorithm using discrete wavelet
transform difference modulation (DWTDM) and conceals secret message in adjacent DWT coefficients.

Integer wavelet transformation (IWT) is used to maximize hiding ability by mapping integers to
integers[21]. Using IWT in combination with the LSB method was used for secure video steganography.
[22]. Multiple group pictures technique is also implemented and evaluated their performances in video
steganography [23,24].

While tremendous efforts have been made to develop video steganography techniques, there are many
obstacles and challenges.Embedding on uncompressed video makes the algorithm and the hiding process
not robust against compression. On contrary, the compressed video makes the process more complicated
as it requires some decompression techniques for embedding the confidential data. In some approaches,
all the frames are utilized without any intelligence of selecting the frame. The entire frame is still being
focused on to conceal the hidden message that may contribute to the video's low visual quality. It is very
necessary for any steganography technique to be safer and more resistant to 'human visual assaults.' In
view of these problems and concerns, a modern improved video steganography methodology is proposed
that focuses on the spatial domain.

IL. PROPOSED METHOD:

The ultimate purpose of any video steganography is to mask data without compromising data quality and
to keep it hidden. The suggested approach also guarantees that the imperceptibility, robustness and
embedding capacities are accomplished, which are the most critical elements of steganography
techniques. The first and foremost procedure is the preparation of the secret message. The message is
encrypted and translated from its initial type into binary.
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Figure 2: Proposed Architecture of Video Steganography

Selection of frames:

In this approach, the first step of the video steganography requires the selection of frames for hiding.The
selection of frames algorithm uses a pseudo-random generator (PRG) which selects the frames randomly
from Oth to 20th frames. This selector algorithm also ensures that there is no repetition in the frames
selected [25].

Let the range selected to generate the random frame using PRG be ‘n’. The initial value can be feed using
the polynomial x! + x? + x3 and the feedback can be (x? + x3) modn

Embedding process:

Hidden message embedding is the method of selecting the position of the pixel and hiding the secret
detailsin the chosen pixel position. Pixel location selection where the coded message to be concealed is
achieved using the knight tour algorithm and hiding technology is performed using the 7t bit of the
chosen pixel and its successive pixel value.

Knight tour algorithm.

Instead of the traditional method of selecting the pixel location where the serial selection is involved, it is
vital and more effective to select the pixel in a random fashion. The knight tour algorithm ensures random
selection based on the inspiration of the knight in the chessboard [26].The chosen frame is virtually
converted into a chessboard in order to make the knight do its magic.

This algorithm splits the chessboard into blocks. In the n X nchessboard, the knight moves once to all
squares, as seen in Figure. Via this technique, data protection can be tightened over the Pseudo-Random
Number Generator (PRNG) technique as the search space is comparatively large.
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Figure 3: 20 x 20 chessboard knight tour travel

In our proposed algorithm, the chessboard of size 20 x 20 is used to ensure security by increasing the
search space in the video. Also, the algorithm covers all the pixels only if the size is divisible by 4.The
following table shows the pixel traversing of a 20 x 20 matrix.
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Figure 4: Pixel Traversing of a 20 x 20 chessboard matrix

The below graph shows the search area required for the intruders to access the secret message based on
the chessboard size.
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7th bit model:

In the 7t bit model of the hidden message embedding, a mathematical expression is applied on the 7t bit
of the identified pixel (p) and its subsequent pixel value (p + 1) which results in a 2-bit pair value. This
strategy allows for four combinational bits 00, 01, 10, 11.Therefore, from each pixel 2 bit of the message
can be added. This approach provides the advantage of 2 bits in one pixel without the least significant

bit[27].

If C is the cover image with a size of H * W pixels, the M is the N-bit hidden message, x is the pixel value
and the m is the secret message bit, and then image matrix can be interpreted as,

C={xij|1SiSH,1Sj SW, x5 €{01........ ,255}} (1)

The secret message can be represented as,

M={my|1<N <nmy € {0,1}} (2)

Let M is the secret message, Z is the cover video, Kis the key that can be utilized for embedding (E) and
extraction of the message, (D)and Z° is the stego file.

Sender Receiver
Cover Video (Z) _L
Embedding . s L Extraction Secret Message
Algorithm (B) | ] Stego File (Z7) Algorithm (D) [ x)
Secret Message _r A A
M)
Key (K)

Figure 6: Block diagram of Video Steganography
The embedding of a secret message in the cover file is done using the following equation:
Z = Ex(M,2) 3)

In the above equation (3), Ek is the embedding algorithm used to hide the secret message (M) in the
cover file (Z). In this approach is explained below with an example.
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And the extraction process, in which the hidden message is retrieved is done using the following
equation.

X = Dg(2) 4)

Similarly, Dg is the extraction algorithm in which the hidden secret message is extracted to its original
form by using the secret key (k) which is shared between the sender and the receiver. This extraction
algorithm is explained clearly with a suitable example in the following section.

Consider the character ‘d’ should be sent as a secret message.
The binary equivalent of the secret message ‘d’ is {01 10 01 00}, and the four-pixel values selected using
knight tour method are p = {78, 35, 68,98}.

At the embedding side:

Pixel 1:

P1=78(01001110),

P1+1=79(01001111).

The 7t bits of P1 and P1+1 form the “11” pair, but the original two message bits to introduce are “01.”
Thus, we must apply -1 to the P1 value. Therefore,

P1'=77(78-1)

where P1’ is the stego pixel.

Similarly, the bit pairs are embedded in the cover file.

Table I: Embedding of secret bits using 7th bit model

Pixel value Binary value 7t bit pair Secret Additional  Stego pixel
message bit factor value

1stPixel 78 01001110 11 01 -1 77
79(pixel 01001111
value +1)

2ndPixel 35 00100011 10 10 0 35
36 00100100

3rdPixel 68 01000100 00 01 +1 69
69 01000101

4tPixel 98 01100010 11 00 +2 100
99 01100011

At the extraction side
The set of stego pixels to be extracted to retrieve the secret message are {77, 35, 69, 100}.

Pixel 1:

P1’'=77(010011 0 1),
P1’+1=78(0100111 0),

The secret message bit at this pixel is 01

Pixel 2:

P2’=35(0010001 1),

P2’ +1=36(001001 0 0).

The secret message bit at this pixel is 10
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Pixel 3:

P3’=69(010001 0 1).
P3’+1=70(010001 1 0).

The secret message bit at this pixel is 01

Pixel 4:

P4’=100(011001 0 0).

P4’ +1=101(011001 0 1).

The secret message bit at this pixel is 00

Thus, the secret message 01 10 01 00 is extracted.

The combination of the knight tour algorithm and the 7t bit model of concealing makes this approach
more effective. The imperceptibility is achieved successfully with its nature of high search area and its
unreliability of LSB. The knight tour algorithm gives the freedom of expanding the embedding capacity by
increasing the size of the chessboard.

I11. RESULT AND DISCUSSION:

The suggested video steganography methodology was validated with different data set and evaluated
using parameters such as peak signal-to-noise ratio (PSNR), mean squared error (MSE), structural
similarity index (SSIM), and embedded capacity.

The peak signal-to-noise ratio is a statistical image quality measure between the actual and a
processed/reconstructed image. The higher the PSNR, the enhanced image quality[28].

Mean-square error (MSE) and peak signal-to-noise ratio (PSNR) are critical picture quality indicators that
empirically calculate stego file quality. MSE is the total squared error between stego file and actual file.

PSNR = 20logy, (‘L) (5)
1 m—-1n-1
- 255 cp -
S mn 2.2 le@pD—c'@GHI (6)

where,c is the cover file, ¢’ is the stego file of size m x n and max; is the maximum signal value in the
cover file.

The SSIM is a calculation of visual resemblance between two images. The SSIM was created by Wang et al
[29] to understand the consistency of the visual system (HVS) of humans. The SSIM is classified based on
the integration of three variables such as loss of correlation, luminance distortion and contrast
distortionrather than conventional methods of error assessment. The SSIM is defined as:

SSIM = l(c,c'),c(c,c'),s(c,c') (7)

N 2ucuct Ky
l(c,c) = 55—
HetplAKy

20:.0.+ K
crcz+crzr+1(2
c

 s(e )= 7;;;’;33

where { ¢(c,c’) =

In the above equation, I(c, ¢) is the luminance comparison between the cover image c and stego file ¢’
Similarly, c(c,c') is the contrast comparison and s(c,c’)is the structural comparison.K;, K,, Kzare the
positive constants used to avoid null denominator.

The performance analysis of the proposed method is tabulated below,
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Table II: Performance analysis - MSE, PSNR, SSIM, Time

Cover Video PSNR MSE SSIM (%) Time (sec)
Video_1 84.86 0.213 100 0.133
Video_2 83.77 0.274 100 0.166
Video_3 85.53 0.183 100 0.136

Various video steganography techniques are analysed and compared with respect to PSNR in the table
below,

Table III: Comparative analysis -PSNR

Cover Video  Simple LSB OMSB 7t bit Knight Proposed
[12] [14] model [27] tour Method
[26]
Video_1 37.8642 42.353 55.401 66.525 84.864
Video_2 31.3307 41.756 55.418 62.448 83.773
Video_3 38.7242 43.156 55.477 59.904 85.532

Similarly, the MSE values are compared in the table below,

Table IV: Comparative analysis -MSE

Cover Video  Simple LSB OMSB 7t bit Knight Proposed
[12] [14] model [27] tour Method
[26]
Video_1 0.578 0.318 0.374 0.277 0.213
Video_2 0.489 0.415 0.365 0.289 0.274
Video_3 0.536 0.378 0.326 0.227 0.183

The graph shown below, clearly compares the PSNR and MSE values of the proposed method with other
methods.

MSE (in %) ——PSNR
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Figure 7: MSE, PSNR plot using the proposed method and other techniques
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The payload is the size of the cover video's hidden message. The graph below compares the impact of the
payload in the PSNR values in various video steganography techniques against the proposed method.
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Proposed Method

Payload
Figure 8: Payload vs PSNR for proposed method and other techniques

Embedded capacity is the rate of encrypted data in the cover file in bpp. It is defined as,

Max size of embedded data

Embedded capacity = Dimension of video cover (8)
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Figure 9: Comparative analysis - Embedding Capacity

The graph below clearly shows that the proposed algorithm is light wait in computation irrespective of its
payload.
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Figure 10: Comparative analysis - Payload vs Time
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The following images show that there is no visual impact on the resultant video due to the process of
embedding a secret message.

(a) Cover File (b) Stego file

Figure 11: Visual Comparative analysis - (a) Cover file and (b) Stego file

Thus, the experimental report clearly portrays security enhancement without sacrificing the resultant
accuracy of the stego video file.

Iv. CONCLUSION:

In this study, an improved video steganography technique is proposed based on the integration of the
knight tour algorithm for location searching and the 7th bit model to hide the secret message. This
proposed algorithm improves the security of the process by randomly selecting the frames to which the
secret message to be embedded. Since the frames are randomly chosen, the frames in which the hidden
message is integrated are extremely difficult for intruders to predict.This adaptive nature of the method
makes it more optimized and robust. Whereas, using 7% bit model for embedding the data makes it more
attack-proof by not just relying on the least significant bit like its preceding steganography techniques.
The experiment is done on different data set and payload and the result shows that the PSNR and SSIM
are improved greatly than other methods. We used VIRAT Dataset for the experimental analysis. In that
we cropped 5000 videos with each consist of 10 seconds of play time totally 12.5hours of playtime. We
achieved .2333 of MSE and the average PSNR value in this approach is around 85 which is far better than
other video steganography methods. It also has the benefit of high payload and embedding power. Thus,
this suggested technique proves that performance, robustness, payload power, operating time are
considerably enhanced compared to other steganography techniques.
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