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Abstract 

The cyber security concerns influencing online banking transactions are the subject of this 

investigation. Cybercrimes are increasing as a result of the technology's rapid growth and 

widespread application in numerous industries. Online banking sectors, which include 

several firms, are dealing with cyber security and data breach challenges. The study of 

numerous technologies and methodologies used in the creation of complicated software is 

aided by modern computer technology. In one step, modern computing techniques can tackle 

problems that were challenging for traditional computing methods. They offer a new method 

for performing calculations. Modern computing techniques are used to create specific types 

of computer security techniques. Modern computing systems employ a variety of 

cryptographic strategies to address cyber-related problems. The largest banking system, 

accepted by billions of users worldwide, is mobile banking. Due to their lack of 

understanding, some consumers are unsure whether to accept. These days, mobile banking 

is thriving in the majority of developing nations thanks to its low maintenance costs and 

convenient internet connectivity. Most consumers attempt to communicate with their 

money from any location in the world. The greatest way to satiate this demand is through M-

Banking. Customers can use the internet to access their bank accounts. It was also discovered 

that many customers occasionally need to sign in to their accounts from different devices. 

With so many devices logging in, hackers may be enticed to use the login history to log in. 

These days, mobile banking also has some positive societal consequences in the areas of 

governance, healthcare, agriculture, and education. 

 

Keywords: modern computing techniques, cybersecurity issues cybercrime, cryptography, 

and complex software, online banking transactions. 

1. Introduction 

We will talk about the cyber security concerns influencing online banking transactions in 

this study. It may be necessary to make efforts in a variety of social, economic, and 

environmental areas in order to achieve competitive long-term growth and sustainability. 

With the aid of cutting-edge technology, even the banking industry, one of the world's most 
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important economic sectors, can easily achieve the global goal. As technology develops, new 

cybersecurity problems arise. Traditional computing methods struggle to address complex 

security problems. Modern computing methods are effective tools for addressing 

cybersecurity-related problems. Modern computing techniques have taken the place of 

traditional ones. The introduction of contemporary computing techniques has a significant 

impact on cybersecurity. A collection of strategies and techniques known as modern 

computing are used to address various cyber-related problems. The goal of contemporary 

computing technology is to make systems more resilient to cyber-related problems. 

 

1.1 Background of the study 

This study is intended to assess how internet banking works and how that has affected cyber 

security in general. The study defines the areas by taking into account the services for the 

execution of security through mobile banking. To raise awareness of cyber security risks, the 

idea of a knowledge gap is applied. The various chances are used to emphasise the 

importance of mobile banking. The study draws on ongoing research, individual motivation, 

skill set, and job preference. Data transmission raises concerns about the process's 

technology at an appropriate level.  The concept of mobile banking negatively impacts the 

threat of cybersecurity issues. Illustrations of arithmetic knowledge get the process to 

explain the function of the process. The background of the research is given the functions 

that lead to the development of the system. 
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Figure 1: Challenges of cyber security related to digital banking. 

(Source: Ashish M. Shaji , Jun 17, 2020 ) 

 

Proving differentiated security is part of the strategy for mobile banking services. A mobile 

banking rating is considered a security value that helps provide information to protect your 

system. Various operations are used to evaluate the scope of the process. Research develops 

various functions such as research motivation and relevance. The growth of mobile banking 

strategies consists of the right opportunities for various banking institutions. Various 

cybersecurity issues, such as cloud attacks, ransomware attacks, phishing attacks, and 

various attack vulnerabilities, are affecting the capabilities of mobile banking. Process 

innovation and technology presuppose features related to the process framework. Process 

integration employs extensive knowledge and understanding of the appropriate techniques 

and tools for planning, investigating, and managing mobile banking systems (Wechuli et al. 

2017). 
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Research describes future value to justify the functioning of computer knowledge. Mobile 

banking security risks represent processes that affect system usage. The expansion of the 

system is related to the various possibilities offered by information security strategies. 

Security assets must run in your application from your mobile device as part of the process. 

Exponential growth creates opportunities for further development of mobile banking 

services. Limited access to resources consists of the appropriate infrastructure for assessing 

the capabilities of cybersecurity issues. This is a powerful tool that offers a wide variety of 

services. According to Nambiro et al. (2017) there is a refinement of mind maps to improve 

their position in the computer's body of knowledge. The mind map concept is a way to link 

the features of mobile banking services. 

 

 
 

Figure 2: Adoption of Digital Banking 

(Source: Nambiro et al. 2017) 

 

The framework of online banking services estimates the function of the origin of suitable 

levels of approaches. The characteristics of a mind map regulate a function that is graphically 

expressed in the structure. The hierarchy and the association of the process are radiated to 

stimulate the capacity and the orientation of the process. The diagram of the mind map is 

shown below to facilitate the function of mobile banking services. Cyber security prevention, 

vulnerability, protection of information, cyber security workforce, and mobile banking 

service illustrate the mind map of the process.  
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The issues of cyber security are used to optimize the functions of mobile banking 

services (Zhang et al. 2018). 

✓ Vulnerability 

✓ Cyber Security Prevention 

✓ Protection of Personal Information 

✓ Cyber Security Workforce 

1.2 The motivation for the study 

The study is a research proposal for identifying the impact of online banking on 

cybersecurity issues.  Online banking has become the most popular mobile commerce 

application used by people. As the use of mobile banking is increasing at the same time 

threats of cyber issues are also increasing. Various research has been conducted to find the 

Impact of mobile banking on cybersecurity issues. However, those researches do not 

completely provide the solutions to reduce the threat of cybercrimes during mobile banking. 

Some researchers help in identifying the issues of cybercrimes however they are failed to 

analyze those issues. The motivation for this study is the increasing demand for mobile 

banking among the public. The study will mention all the drawbacks of the previous research 

and provide effective solutions to reduce the risk of cyber-attacks during mobile banking. 

The motivation of the study is to protect the people and their financial data from cyber 

hackers (Coders 2017). 

1.3 Relevance of the study 

The study is relevant as the advancement of online banking technology has changed people's 

lifestyles by becoming a part of their lives. Mobile phones are not just a medium of 

communication however, they became an information distribution platform and are used as 

computing devices. The traditional banking system is being replaced by mobile e-banking 

which is mostly preferred by a lot of the population.  In online banking, clients can easily 

transfer money by sharing their bank details and making an electronic bill payment 

anywhere. People are rapidly shifting to m-banking due to several benefits such as less time 

consumption, less paperwork as well as using mobile devices is convenient for them. 

According to Pankomera and Van Greunen (2017), the rapidly shifting the customers from 

traditional banking to m-banking is the relevance of this study.  

Many researchers have done a study to find the impact of mobile banking on 

cybercrimes however they have failed to explain solutions to secure transmission of financial 

data to the customer's device and adapting the information to the properties of the devices 

(Zhang et al.2018). The study is relevant to solving these two major issues and providing 

secure transmission of data to customers via mobile devices. The study is relevant as the 

rapid shifting of the customers toward m-banking increases the rate of cybercrimes. Most of 
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the customers who are shifting to them-banking are not aware of the proper policies and 

terms and conditions of m-banking.  

In this study security approach for banking is proposed to find the solutions to all 

three challenges. The study will provide authentication to the customer's request, and the 

device that is being used, and provide a secure communication channel. The study is relevant 

to solving the issues and challenges that are faced by the customers during banking. The 

study is important for the customers aware of the terms and conditions of m-banking (Ataya 

and Ali 2019). In this sense extensively, mobile banking has proved to be a convenient 

banking service through the internet. The customers in large numbers are using the facility 

directly via the bank's official website or by third-party payment apps (like – phone pay, 

Google pay, etc.) that connect the bank with the customer via mobile giving proper security. 

The prime cause for the huge growth of digital banking because of decreasing price of the 

internet along with low-cost internet-enabled Smartphones. Another reason is the easy 

availability of high-speed internet and good quality banking applications.  

2. Literature review 

2.1 Types of cybersecurity risks 

The advancement in technology leads to an increase in cybercrimes. Various types of 

cybersecurity risks are faced by organizations, businesses, and individuals (Harel et al. 

2017). It has been a prime market for malware due to the increment in the use of technology 

and its reliance on connectivity. Most of the common types of cybersecurity risks are 

malware, Traffic Interception, Phishing attacks, DDoS, Zero-day Exploit, SQL Injection, 

Ransomware, Crytojakcing, and   MitM attacks.  

 

Malware: It is the most common type of security threat faced by the organization.  Malware 

is the kind of security threat when a malicious piece of software or programmer is installed 

in the target system that leads to unusual behavior (Khari et al. 2017). It may lead to the 

stealing of the information, deletion of the file, or unwanted modification in the file. It spread 

itself to the other files for stealing the data.   
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Figure 3: Types of Malwares 

(Source: Khari et al. 2017) 

 

Traffic Interception: It is also known as eavesdropping. It is the kind of security threat 

when the third party listens to the information shared between the sender and receiver. The 

data and the information shared between the host and the user get acknowledged by the 

third party. The data and information get stolen by the third party and stolen valuable data.  

 

 
Figure 4: Traffic interception attack 

(Source: created by the author) 

 

Phishing Attacks: As per Le et al. (2019), a phishing attack is another type of cyber-attacks 

and this is the most common type of attack performed by hackers to steal valuable data. In 

this attack, the attacker sends an email to the user and requests to provide a password or 

any sensitive details that can lead to stealing all the sensitive information. These kinds of 

attacks are mostly done to steal the financial data of the individual or organization.    
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Figure 5: Phishing attack via email 

(Source: Le et al. 2019) 

 

DDoS: DDoS is known as distributed Denial of Services and it is a kind of attack which is done 

on the networks by overloading the traffic. The performance of users slows down due to the 

overloaded traffic.   

 

Zero-Day Exploits: These kinds of cyber-attacks are done after the discovery of the "zero-

day vulnerability”.  This kind of attack is done against the network system or software. This 

attack is due to the overlooked security problem in the system. These attacks damage the 

data as well as slow down the system and steal the information.   

 

SQL Injection: The SQL attack is the kind of attack that manipulates the data. The third party 

involved in this kind of attack can manipulate the SQL queries for retrieving the sensitive 

information present in the system.  

 

Ransomware: Ransomware is the kind of cyber-attack in which the ransomware installs 

itself in the network or the user system.  

 

MitM Attack: It is known as A man in the Middle Attack and this kind of attack occurs when 

the session between the clients and host gets hijacked by a third party. With the spoofed IP 

address the attackers get clocks and disconnect the request and information from the clients. 

This type of cyber-attacks is mainly performed in banks to hack sensitive financial data 

(Scholefield and Shepherd 2019).  
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Figure 6: Man in the middle attack 

(Source: Scholefield and Shepherd 2019) 

 

2.2 Types of Modern computing platform 

Various innovative technology services are built through the modern computing platform. 

APIs and the user interfaces for customizing, configuration, developing software, and 

designing are included in modern computing techniques. Various types of modern 

computing platforms are present for designing hardware and software. These can be high 

level, low level, legacy, or modern. The most common type of modern computing platform 

consists of a hardware platform, operating systems, client/server, mobile platform, cloud 

platform, Third platform, and platform as a Service (Hacioglu and Sevgillioglu 2019.   

 

Cloud computing platform 

A Cloud computing platform is a modern computing platform that is used for solving 

cybersecurity-related issues. Cloud platforms provide more security as it consists of various 

sts of policies, procedures, controls, and technologies that are used for protecting the data 

and infrastructure from any kind of cyber-attacks. All the cloud data get protected through 

the techniques provided by modern computing (Liu and Lang 2019). Cloud security is the 

technique used by the cloud platform to protect the stored cloud data and infrastructure. 

Cloud security measures are configured for protecting the cloud data and protect the 

customer’s privacy and support regulatory compliance by setting various authentication 

rules for the users and devices. Cloud security is configured to filter the traffic and provide 

authentic access for business needs.  

Cloud security is the most important technique of modern computing as it reduces the 

cybersecurity risk as well as manages sophisticated security threats and cloud computing 

can provide the best class security according to the infrastructure. The protection provided 

by cloud security gets centralized. Various numbers of devices are found in the cloud-based 

business which is difficult to manage in the case of BYOD or shadow IT. 
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 Web filtering and traffic analysis can be enhanced through the management of these entities. 

software and police updates are found due to the streamlining of the monitoring and the 

network events. It is easy to implement disaster recovery pal when they can be managed in 

one place. The other benefit of using cloud security and storage is it reduces the cost involved 

in large hardware. The administrative overheads and capital expenditure both get reduced 

through the use of cloud security. As per Aldawood and Skinner (2019), cloud security 

provides proactive security protection to the data without the involvement of human 

intervention. The other benefit of cloud security is that it reduces administration. Security 

administration happens at one palace in the cloud security that is easily manageable and the 

requirement of administration gets reduced. The other main benefit of cloud security is 

reliability. 

 

 
Table 1.  Examples of cyber-attacks in various ways 

(Source: Thaker et al.2019, p. 758) 

 

Data and applications can be easily accessed by users by using the right cloud security.  The 

technology cost is getting reduced by using the cloud computing platform and more and 

more organizations are using this platform to solve cybersecurity issues. Force point Cloud 

Access Security Broker (CASB)  is the cloud security solution that is used for preventing 

compromised accounts and it allows setting security policies based on the devices (Gupta 

and Sheng 2019).     

    

2.3 Artificial Intelligence 
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Artificial techniques are the modern computing techniques used for cybersecurity risk. 

Vulnerable networks and data can be defended by using artificial intelligence by 

cybersecurity professionals. It has been accepted by cybersecurity experts that AI is the 

future of organizations. Cyber vulnerability can be easily identified by the AI as it can easily 

deduce the pattern and analyze the user behavior. All the kinds of irregularities and 

abnormalities can be easily identified by AI. At present, organizations are paying more 

attention to network security. As per Yavanoglu and Aydos (2017), organizations are using 

multiple lines of defense for securing the infrastructure and getting started with a suitable 

kind of filtering out of the network traffic. With the involvement of the AI, the security 

incidents can be easily monitored by the organization as well as with the advanced tools that 

can be taken. 

The next-generation firewalls can easily detect the pattern in the network packets and 

automatically block the cyber threat to the network. AI has natural language capabilities that 

are used to understand the origin of a cyber-attack. This allows us to scan the data through 

the internet. Polymorphism and obfuscation are complicated hacking techniques that can be 

managed by using Machine learning AI. Machine learning is the substitute for the AI that is 

used as a modern computing technique for analyzing cyber threats. It can better respond to 

security incidents. All the malicious activities can e easily identified but the machine leading. 

It can easily analyze the mobile endpoints for cyber-attacks. It allows no zero-day 

vulnerabilities.  

Deep learning AI on the cloud Video Intelligence platform is used by Google to analyze 

the security alerts on the contents and context of the video performed on the server of this 

platform. AI-powered risk prediction is used by the Babix platform that protects the IT 

infrastructure against security threats and data branches. In the upcoming time, AI will 

become the overall 

 

2.4 Fundamentals of Genetic Programming (GP) 

The major type of network attack faced is Denial of Service (DOS). The DOS attack consumed 

the resources of the targeted networks for not providing any services to legitimate clients. 

Software Toolkit is used for composing the DDOS attacks. The software allows various 

networks of the compromised server. It can be argued that the DDOS attacks are as same as 

the member of the species population, with the tactical variation similar to the biological 

variation. As the ineffective attacks are rarely employed and adaptation of the effective 

attacks helps in evading the protective mechanisms, this allows the population to arguably 

undergo evolutionary adaptation (i.e. variations are preset and the reproductive selection). 

The defensive measures have been adapted with each generation of the attack, then they 

have to face the next cycle of adaptation depending on the toolkit.  

The defensive measures adapt or evolve with each new generation of attacks, and 

then they face the next cycle of adoption depending on the toolkit. A method of studying and 

performing attack vs defence engagements is required by cybersecurity. GP is a paradigm 
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for selecting and modifying the performance of units that behave. Without syntactic 

destruction or explicit programmer understanding, it may explore through directly 

modifying executable functions. Cybersecurity needs an expressively strong approach for 

describing the abstract assaults and responses ina way that allows for against one other in 

the real world. As GP can support the abstraction that can be defined such as the set of 

functions and terminals or as a computational language represented through the language.  

3. Aims and objectives 

The research aims to identify the cyber security issues found in modern computing specially 

in online banking. 

• To identify the impact of modern computing on online banking 

• To analyze the impact of modern computing on online banking affected by cyber 

security issues 

• To find out cyber security issues found in online banking due to the use of modern 

computing  

• To recommend solutions for overcoming the issues of cyber security  

4. Materials and Methods 

4.1 Methods used 

Various methods were introduced in the field of modern computing techniques to address 

the cybersecurity issues in the organization. Some of the methods have been taken from the 

existing methods. The application process is known as the method used for addressing 

cybersecurity. The storage capacity of the get improved among network resources. DNN 

becomes more suitable. Spiking neural networks is the DNN technology that provides high 

application chances and emulates living neurons. Neural networks can be quickly developed 

by FPGAs which are known as Field programmable gate arrays. As per Petrenko et al. (2017), 

this cybersecurity is known as a cyber-attack prediction. In the field of analyzing the role of 

modern computing techniques, DL algorithms are mostly used. This algorithm mostly 

consists of generative adversarial networks, convolution neural networks, deep belief 

networks, stacked autoencoder, restricted Boltzmann Machines, and an ensemble of DL 

networks.  

Modern computing techniques use expert systems that are used for the development 

of the software for enabling decision support to cybersecurity issues within the specific 

domain. Knowledge related to the domain consists of the knowledge base of the security 

expert system. Cyberspace, finance, or medical diagnosis are included in the application 

areas of the expert system. The materials used in Intelligent Agents have separate internal 

decision-making mechanisms and it is a self-controlled entity having a personal objective. 

Sensors and monitors are used for observing the threats by the actuators and controls. 
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Information is used by the intelligent agent to achieve objectives. Intelligent agents can easily 

communicate with autonomous agents.  

 

 
Table 2:  Threats on the servers and their consequences 

(Source: Hong 2019, p. 134) 

 

As per Mstafavi and Shafik (2019), DDoS is reduced b using the Intelligent Agent. The 

construction of Artificial Digital police can use the agent to prevent the DDoS attack. It rehires 

the implementation of the infrastructure to support the mobility of cyber agents. Another 

method used in modern computing techniques is Bio-Inspired Computation Methods. It is 

the subfield of AI and is used for the cyber that. Smart algorithms and techniques are 

considered for addressing the kind of cybercrime. Artificial Immune systems, Evolution 

Strategies, and Genetic Algorithms are the techniques that have been employed in the field 

of cybersecurity.  

5. Result and Discussion 

The result has been founded that more than 85% rate was founded for using DNN as a 

modern computing technique for solving the cybersecurity-related issues in the 

organization. Using of A.I and cloud computing have opened a new way of investigation for 

the organization to reduce the cyber-related challenges. As per Gupta et al. (2018), the tools 

provided by AI are the most effective tools against cyber threats. The complexity and number 

can be effectively used to protect the data against cyber-related issues. 
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Table 3: Cybersecurity threats classic computing techniques and modern computing 

techniques 

(Source: Gupta et al. (2018, p.425) 

 

It has been cleared from the literature review that AI and cloud security platforms can be 

used as a cyber domain where the classic computing methods are less effective as compared 

to AI. every year, the area of AI applications is published. In the given figure below the 

research output in the domain has been shown. It studies the time frame of AI in the field of 

cybersecurity. In the upcoming future, the growth of AI is going to be increased as more and 

more industries are switching to AI for protecting their data and infrastructure.   

6. Conclusion 

This study examines how contemporary computer methods relate to cybersecurity concerns 

in the online banking industry. Neural networks and AI are two examples of contemporary 

computing approaches that offer a variety of efficient tools to manage cybersecurity 

challenges in the enterprise. The networks and the system are damaged by numerous 

cybersecurity challenges, such as phishing assaults, DDoS attacks, ransomware attacks, and 

many others. Modern computer methods are quicker and easier to detect cybercrimes and 
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secure data against cybercrime than traditional computing methods. Cloud security is useful 

for protecting sensitive data. At the moment, artificial intelligence and machine learning 

enable the firm to safeguard the data against any virus assault. The study has revealed how 

artificial intelligence counters the cyber threat using DL and DNN. It is believed that AI would 

dominate all types of sectors in the near future. 
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