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Abstract

This research paper presents a comparative analysis of OPC UA, MQTT, and OneM2M,
three prominent communication protocols in the context of Industrial [oT (IloT). The
study evaluates these protocols based on predefined criteria to assess their performance,
scalability, security, and adaptability. The findings offer valuable insights into their
suitability for achieving interoperable communication in IloT environments, contributing
to the ongoing discourse on IloT protocol selection and interoperability.
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1. Introduction

The Industrial Internet of Things (IIoT) has emerged as a transformative force in
industrial processes, offering unprecedented opportunities for real-time data exchange,
automation, and enhanced operational efficiency. As industries embrace IloT
technologies, a critical challenge arises: how to ensure seamless communication and
interoperability among the myriad of devices and systems operating in heterogeneous
environments. This challenge underscores the importance of selecting and implementing
communication protocols that can facilitate effective data exchange and collaboration in
[IoT ecosystems. [1]

At the heart of this challenge lies the choice of communication protocols, each designed
with unique features and capabilities. In this context, this research paper embarks on a
comprehensive comparative study of three key communication protocols that have
gained prominence in the realm of [IoT: OPC UA (Open Platform Communications Unified
Architecture), MQTT (Message Queuing Telemetry Transport), and OneM2M (oneM2M
Partnership Project). [2]

The selection of these protocols is a reflection of their widespread adoption and their
potential to address the intricate communication requirements of [loT. OPC UA, known
for its robustness and data modeling capabilities, has found favor in industries where
data integrity and security are paramount. MQTT, with its lightweight and publish-
subscribe architecture, excels in resource-constrained environments, while OneM2M
offers a standardized approach to IoT communication, promising interoperability on a
global scale.
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The fundamental question that drives this research is: which of these protocols is best
suited for achieving interoperable IloT communication? To answer this question, we
employ a systematic methodology that involves an in-depth evaluation of OPC UA, MQTT,
and OneM2M against predefined criteria and metrics. These criteria encompass
performance, scalability, security, and adaptability, all critical aspects in the context of
[1oT applications.

By delving into the comparative analysis of these protocols, we aim to provide valuable
insights for decision-makers, engineers, and researchers navigating the complex
landscape of [1oT protocol selection. The outcomes of this study not only shed light on the
strengths and weaknesses of each protocol but also contribute to the ongoing discourse
on achieving seamless interoperability in the Industrial Internet of Things.

In the subsequent sections of this paper, we delve into a detailed examination of OPC UA,
MQTT, and OneM2M, understanding of protocols, comparative analysis and conclude
with implications and avenues for further research. As IloT continues to reshape
industries, the choice of communication protocols takes on ever-increasing significance,
making this study a timely and pertinent contribution to the field.

2. Understanding Protocols

2.1 OPC UA: OPC UA is an open, platform-independent, and secure communication
protocol and framework designed for industrial applications. It enables seamless data
exchange and interoperability between various devices, systems, and software
applications in industrial automation, manufacturing, and other industrial domains. [3]

2.1.1 Key Characteristics and Features of OPC UA:

OPC UA is designed to work on different operating systems, hardware platforms, and
communication technologies, allowing it to operate in diverse industrial environments.
[4] OPC UA follows a service-oriented architecture (SOA), where interactions are
achieved through a set of well-defined services. These services include data access,
method calls, event notifications, and more. [3] OPC UA provides a robust information
modeling framework. It allows for the representation of complex data structures,
hierarchies, and relationships, making it suitable for modeling diverse industrial data.[5]
Security is a fundamental aspect of OPC UA. It offers features like encryption, user
authentication, access control, and data integrity mechanisms to ensure the
confidentiality and integrity of data exchanged in industrial systems. [6] OPC UA is
scalable to accommodate various deployment sizes, from small-scale setups to large
industrial networks with thousands of devices. It supports a wide range of data types
used in industrial automation, including numeric, string, arrays, structures, and more,
making it suitable for handling diverse data.[7] OPC UA provides mechanisms for
discovering and identifying devices, endpoints, and available services on the network.
This aids in dynamic configuration and system setup.[8] OPC UA includes features for
accessing historical data, allowing users to retrieve and analyze past data points, which

is essential for industrial monitoring and analysis.[9]
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2.1.2 Components of OPC UA:

Server: The OPC UA server is responsible for exposing data and services to clients. It
represents a device, system, or application in the OPC UA architecture.

Client: The client initiates communication with the server to request data, invoke
methods, and receive notifications. It can be a human-machine interface (HMI), software
application, or another industrial system. [3]

Information Model: OPC UA defines an information model that represents the structure
and semantics of data and services. This model allows for the standardized description of
industrial assets, such as sensors, actuators, and processes.

Endpoints: OPC UA communication occurs between endpoints, which are network-
accessible addresses where servers provide services. These endpoints can use different
communication protocols, including HTTPS, MQTT, and more.

Security Policies: OPC UA supports various security policies, allowing organizations to
choose the level of security that matches their requirements. These policies include
Basic256, Basic256Sha256, and others.
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2.1.3 Use Cases for OPC UA:

Industrial Automation: OPC UA is widely used in industrial automation and control
systems to enable secure and standardized data exchange between programmable logic
controllers (PLCs), human-machine interfaces (HMIs), and supervisory control and data
acquisition (SCADA) systems.
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Manufacturing: OPC UA plays a significant role in optimizing manufacturing processes
by providing real-time data visibility and control over production equipment and
systems.

Energy Management: It is employed in energy management systems to monitor and
control power distribution, grid management, and renewable energy sources.[11]

Smart Buildings: OPC UA is used in smart building systems to integrate various building
automation components such as HVAC, lighting, and security systems.[12]

Healthcare: In healthcare, OPC UA ensures interoperability between medical devices and
information systems, enabling efficient data exchange and monitoring.

2.2 MQTT

MQTT is a lightweight, publish-subscribe messaging protocol designed for efficient
communication between devices and applications in environments with constrained
bandwidth, high latency, or unreliable network connections. It follows a client-server
model [13] and is particularly well-suited for the Internet of Things (IoT) and Machine-
to-Machine (M2M) communication. [14]

2.2.1 Key Characteristics and Features of MQTT:

MQTT operates on a publish-subscribe model, where devices (publishers) send messages
to specific topics, and other devices (subscribers) receive messages from those topics.
This decouples senders and receivers, allowing for flexible communication.[15] MQTT
supports three QoS levels (0, 1, and 2) that define the message delivery guarantees. These
levels range from no guaranteed delivery (QoS 0) to guaranteed delivery and
acknowledgment (QoS 2), allowing users to choose the level of reliability needed for their
application. MQTT is designed to be minimal and efficient, making it suitable for resource-
constrained devices with limited processing power and memory. The protocol has a small
message header, reducing the overhead associated with data transmission. MQTT uses a
binary format that minimizes bandwidth consumption, making it ideal for applications
with limited network bandwidth.

MQTT allows clients to specify a "last will" message that is published to a specified topic
in case the client unexpectedly disconnects. This feature is useful for monitoring device
health and status. MQTT supports retained messages, which means that the last message
published on a topic is saved and delivered to new subscribers. This allows clients to
retrieve the most recent information when they connect. Clients can establish persistent
sessions with MQTT brokers, ensuring that messages are queued for delivery even when
clients are offline or disconnected temporarily.While MQTT itself does not define security
features, it can be used in conjunction with other security protocols such as TLS/SSL for
encryption and authentication, ensuring secure communication.[16]. MQTT brokers can
handle multiple clients simultaneously, making it suitable for scenarios with a large

number of devices.
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2.2.2 Components of MQTT:

Broker: The MQTT broker acts as an intermediary between publishers and subscribers.
It receives published messages and forwards them to relevant subscribers based on topic
subscriptions.

Publisher: A publisher is an MQTT client that sends messages to the broker, specifying a
topic under which the message is published.

Subscriber: A subscriber is an MQTT client that subscribes to one or more topics to
receive messages published under those topics.

Topic: Topics are used to categorize messages. Publishers send messages to specific
topics, and subscribers express their interest in particular topics by subscribing to them.

] Publish MQTT 4_Subscribe
: ” Broker — ————)

MQTT Architecture (https://www.segger.com/products/security-
iot/emmqtt/#mqtt-background)

2.2.3 Use Cases for MQTT:

IoT and M2M Communication: MQTT is widely used in IoT and M2M applications to
enable devices and sensors to communicate with centralized systems or with each other.
It is ideal for scenarios where low bandwidth, reliability, and scalability are critical. [15]
Remote Monitoring and Control: MQTT is employed in applications like remote
monitoring of industrial equipment, agricultural sensors, and home automation systems.
It allows for real-time data exchange and control commands.
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Telemetry and Data Logging: MQTT is used for collecting telemetry data from remote
devices, such as weather stations or vehicle tracking systems. Data can be logged and
analyzed for various purposes.

Smart Grids and Energy Management: In the energy sector, MQTT is used to monitor
and control smart grid devices, allowing utilities to optimize power distribution and
respond to demand.

Asset Tracking: MQTT is employed in asset tracking solutions, enabling real-time
location data to be communicated and analyzed.

2.3 OneM2M

OneM2M, short for "one Machine to Machine," is a global standards initiative that
provides a common framework and specifications for Machine-to-Machine (M2M) and
Internet of Things (IoT) communication. It aims to ensure interoperability and seamless
communication between various IoT devices, platforms, and applications, regardless of
their manufacturers or technologies. [17]

Key Characteristics and Features of OneM2M:

OneM2M is an international standards organization that defines a comprehensive set of
specifications for IoT and M2M communication. These standards help ensure global
interoperability and compatibility. OneM2M employs a hierarchical architecture with
different functional layers. This architecture allows for modular and scalable
deployments, making it suitable for various IoT scenarios. OneM2M defines a common
service layer that includes essential functions such as data management, security, access
control, and device management. This common layer ensures uniformity and consistency
across different implementations.[18] OneM2M's primary focus is on interoperability. It
enables different devices and applications to communicate seamlessly by defining
standardized interfaces, protocols, and data models. Security is a fundamental aspect of
OneM2M. It includes features like authentication, encryption, and access control to
protect data and ensure the privacy and integrity of information exchanged in IoT
systems. OneM2M defines a standardized approach to data modeling, allowing for
consistent representation and interpretation of data across different devices and
applications. This is achieved using resources and resource types.

OneM2M's architecture supports scalability to accommodate a wide range of IoT
deployments, from small-scale installations to large-scale, city-wide implementations.
OneM2M provides application enablement through standardized APIs and interfaces,
making it easier for developers to create IoT applications that can access and control
devices and data.

2.3.2 Components of OneM2M:
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Common Services Entity (CSE): The CSE is a core component in the OneM2M
architecture. It provides essential services such as data storage, security, access control,
and device management. Multiple CSEs can exist in a hierarchical structure.

Application Entity (AE): An AE represents an application or service that interacts with
the CSE. It can retrieve, update, and manipulate data stored within the CSE. AEs can be
deployed in various IoT devices and systems.

Resource: Resources are fundamental data elements in OneM2M. They represent entities
such as sensors, actuators, devices, or pieces of information. Resources are organized in
a hierarchical structure and can be accessed and manipulated by AEs.

Container: Containers are collections of resources that provide logical grouping and
organization of data. They simplify resource management and enable efficient data
access.

Subscription: Subscriptions allow AEs to receive notifications when specific events or
changes occur in the IoT system. Subscribers can be notified about updates to resources
or specific conditions being met.
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One M2M Functional Architecture [18]

2.3.3 Use Cases for OneM2M:

Smart Cities: OneM2M is used in smart city projects to integrate and manage various IoT
devices and services, including smart traffic management, waste management, and
environmental monitoring.

Industrial IoT: It is employed in industrial IoT applications to enable interoperability
and data exchange between machines, sensors, and control systems, leading to improved
automation and efficiency.

Agriculture: OneM2M is used in precision agriculture for remote monitoring of crops,
soil conditions, and equipment. It helps farmers make data-driven decisions for resource
optimization.
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Healthcare: In healthcare, OneM2M facilitates the integration of medical devices, patient
monitoring systems, and healthcare data platforms, improving patient care and safety.

Energy Management: OneM2M is applied in energy management and smart grid
systems to monitor and control power distribution, optimize energy consumption, and
integrate renewable energy sources.

OneM2M's standardized approach to IoT and M2M communication has contributed to its
adoption in various industries and use cases. It addresses the challenges of
interoperability, scalability, and security, making it a valuable framework for building
robust and interconnected [oT ecosystems.

3. Comparison of protocol on the basis of Performance, Scalability, Security,
Adaptability

Criterion/ |OPCUA MQTT OneM2M

Protocol

Performance [Low latency Low to moderate latency [Low latency
High throughput High throughput High throughput

Low message overhead [Low message overhead |Low message overhead

Scalability [Scalable, suitable for  [Scalable, suitable for Scalable, designed for
large-scale industrial many devices large-scale IoT
systems Ecosystem

Supports moderate
device counts

May require efficient
broker setup

Security Strong authentication [Basic authentication and [Strong authentication
and encryption encryption and encryption

Comprehensive data | Limited data integrity | Robust data integrity
integrity mechanism | features mechanisms

Vulnerable to security
breaches

Adaptability |Supports complex data |Flexible for handling Versatile,

modeling and diverse |various data formats accommodating
data types diverse data types and
formats
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Provides rich Limited data modeling | Offers hierarchical
information capabilities architecture

4. Role of Interoperability in IloT
Achieving interoperability in Industrial Internet of Things (IIoT) is of paramount
importance [19] due to several compelling reasons like

1.Integration of Heterogeneous Devices: In industrial settings, a wide range of devices,
sensors, machines, and systems from different manufacturers and generations coexist.
Interoperability ensures that these heterogeneous devices can communicate and
collaborate seamlessly. Without interoperability, data silos and communication barriers
can hinder productivity and innovation. [20]

2.0ptimized Operations: Interoperable IloT systems enable efficient and automated
processes. Devices and systems can share data in real time, allowing for better decision-
making, resource allocation, and optimization of operations. This leads to increased
efficiency, reduced downtime, and cost savings.

3. Scalability: As industrial environments expand, the need for scalability becomes
crucial. Interoperable systems can scale easily by adding new devices or components
without extensive reconfiguration. This flexibility is essential for accommodating growth
and evolving business needs.

4. Data-Driven Insights: IloT generates vast amounts of data. Interoperability allows
data from diverse sources to be aggregated and analyzed cohesively. This enables
organizations to extract valuable insights, predict maintenance needs, and make data-
driven decisions to improve processes and product quality.

5. Cross-Domain Collaboration: In many industries, collaboration between different
domains or stakeholders is essential. Interoperability enables data sharing between
organizations, supply chain partners, or regulatory bodies, fostering collaboration and
transparency.

6. Future-Proofing: Interoperable systems are more adaptable to future technologies
and standards. They can accommodate new devices or communication protocols without
requiring a complete overhaul of existing infrastructure, ensuring longevity and
competitiveness.

7.Global Connectivity: As industries expand globally, ensuring that IloT devices and
systems can communicate across geographical boundaries becomes crucial
Interoperability standards enable seamless global connectivity, facilitating international
trade and operations.
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5. Comparison of OPC UA, MQTT, and OneM2M with reference to the
interoperability

OPC UA (Open Platform Communications Unified Architecture):

Interoperability: OPC UA is known for its strong emphasis on interoperability. It
provides a standardized, platform-independent communication framework that allows
different devices and systems, regardless of the manufacturer, to exchange data
seamlessly [21][22][23][24][25]. OPC UA achieves interoperability by defining a
common information model and communication protocols.

Information Model: OPC UA's Information Model allows for the standardized
representation of data, making it easier for devices to understand and communicate with
each other. [26]

Interoperability Profiles: OPC UA defines profiles that specify how devices should
interact, ensuring consistency and interoperability across different implementations.
Adoption: OPC UA has been widely adopted in industrial automation and manufacturing,
where interoperability is critical for integrating devices from various vendors.

MQTT (Message Queuing Telemetry Transport):

Interoperability: MQTT is designed to be lightweight and efficient, which can make it
easier to implement and use across different devices and platforms. However, its
interoperability depends largely on how it is implemented and configured.[27]

Publish-Subscribe Model: MQTT's publish-subscribe model allows multiple clients to
subscribe to and receive messages from topics, making it suitable for scenarios where
interoperability between devices is needed.

Standardization: MQTT is a well-known protocol with many open-source
implementations, making it accessible for developers and device
manufacturers.[16][28]

Use Cases: MQTT is often used in IoT applications where interoperability is essential,
such as smart homes and industrial [oT.

OneM2M (OneM2M Partnership Project):

Interoperability: OneM2M is specifically designed to address interoperability
challenges in [oT ecosystems. It provides a standardized approach to [oT communication,

facilitating interoperability between diverse devices, applications, and platforms.
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Hierarchical Architecture: OneM2M's hierarchical architecture separates common
services, applications, and connectivity layers, allowing for interoperability at multiple
levels.

Standardized Interfaces: OneM2M defines standardized interfaces and protocols,
enabling different devices and systems to communicate seamlessly.

Global Standard: OneM2M is an international standard with the goal of ensuring global
interoperability in [oT deployments, making it well-suited for applications that require
cross-border compatibility.

Conclusion

While all three protocols offer some level of interoperability, OPC UA is known for its
robust and standardized approach to achieving interoperability in industrial
environments. MQTT provides interoperability benefits due to its lightweight nature and
widespread adoption, particularly in IoT applications. OneM2M is designed from the
ground up to address interoperability challenges in IoT ecosystems and is focused on
providing a global standard for cross-platform compatibility. The choice of protocol
should align with specific interoperability requirements and the nature of Industrial IoT
application.
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